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Abstract

\ Mac roth i “k Network Protocols and Algorithms

The increasing impact dfie Internet in the globaéconomy has transformed Botnets into one
of the mostrelevantsecurity threats for citizens, organizations and governmBetspite the
significant efforts that have been made overaiséyears to understand this phenomenon and
develop detectiortechniques and countermeasures, this continues to be awfikldbig
challenges to address. Several approaches can be taken t@stodis analyze its source
code, which can be a hard tdsécause it is usually unavailaptgudy the control mechanism,
particularly the activity of its Command and Control semskerétudy its behavior, by
measuring real traffic and collectimglevant statistics. In this work, weveinstalled some

of themost popular spam Botnets, cagiithe originated traffic andharacteriegdit in order

to identify the main trends/patterns thieir activity. From the intensive statistics that were
collected, itwas possible to conclude that there are distinct features beBuotegts that can
be explored to build efficient detectiomethodolgies.Based on this stugdyhe second part of
the paperproposes a generic and systematic model to describe the netiyoaknics
whenever a Botnet threat is detected, defining all actimsgnsions, states and actions that
need to be taken into accouat each moment. We believe that this type of modeling
approachs the basis for developing systematic and integrated framewoarkstrategies to
predict and fight Botnet threats in an efficiaray.

Keywords: Spam Botnd, statistical characterizatiometwork security, malware, network
resiliencemodel
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1. Introduction

In the lastyears communication networkbave expanded their usage, importance and
impact levels in the global economy. Nowadays, signifiqaants of our daily lives are
directly orindirectly related withithe Internet, with the use of services like theail, online
news or entertainment, teleworking, business transactimmge banking, social networks
and much more. This importance and dependdegeeeraised this network to thevel of a
global critical infrastructure, where possible failures ahstuptions have a tremendous
impact in the global economiowever,in many aspects ihnew importancdevel was not
accompanied bwnincreaseof its reliability, availability and seurity [1] or, in other terms,
resilience [2].From the three disciplines that mainly characterize netnasiience, security
is the most challengingne

The rangeof security threats that can affect Internet is immense inockasingly
complex, reinfoced with the beginning of a neera where cybewar between nations is a
reality. Network security is a very broad topic that includes isdikes confidentiality,
authenticity, integrity, authorizatioor nonrepudiability. The lack of securitynocomputers
andnetworks is created, in a first instance, by the existenealoérabilities that can become
a threat. Threats can becomutacks, which can result in compromised systems. Orleeof
most common security threats in current networks emchputer systems is the use of
software with maliciougunctionalities, known as malware. Malware is a genegnm that
encompasses specific malicious pieces of softWieeerootkit, virus, worm, spyware, trojan
horse, sniffer andnany others. A large set offected computers (bots) thatrismotely and
coordinatéy controlled by an attacker (botmasterknown as &8otnet. AlthoughBotnets are
used for manylifferent malicious purposes, nowadays the most relevantansdsr political
and financial bene [3].

From a defender 6s per syndecstand thetrends dnd prastices e r y
of Botnets. There argeveral approaches to study this phenomenon: analyzeuitse code,
study the activity of its Command and Cont{@K.C) server(s), stdy the generated traffic by
allowing a chosen machine to become infected by an executable botralgzing all
possible scanning activities/actions triggered tbg Botnet. In this work, we used this
approach to characteritiee traffic generated by eablbt: we have installed sonoé the most
popular spam Botnets by allowing the infectiof a selected machine, captured the
exchanged traffic androcessed it in order to obtain relevant statistics that doeildsed to
build characteristic patterns/behars for eachBotnet. Grum, Cutwail and Bobax were the
selected spanBotnets, mainly due to their activity importance level. Tasults obtained
show that there are some distinct featuresveen different types of spam Botnets (like, for
examplethetemporal evolution on the number of contacted peers orahety of protocols
involved in the communications betweleots and C&C servers) that can be explored to build
efficient detection methodologie$n fact, adeep understanding of sorB®tnets orBotnet
types (and their corresponding behavioczah be usedo define heuristic ruleshased on
traffic statistics in orderto identify their activity and trigger subsequent actiomprevent
generalized infections.
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Wheneveia Botnet is detected, it isagessary to deploy appropri@@untermeasures that
should limit the threat and/or eliminaite Countermeasures can be grouped into three main
categories:technical, regulatory and social method§. [If the identification of possible
countermeasures thatn fight and remove Btnet threats in a local network is nowadays
reasonably well achieved, their systematic application neetie wignificantly improved.
Cleaning infected machines usirantivirus software, applying traffic filtering rules or
blockig net wor k el ementsd6 ports are bymetwark i vely
administrators in the case ofBmtnet detectionHowever, since these threats become more
and more sophisticated, the fighting procedures need tsyftematized and automated.
Besdes, having the ability tomodel all network states (from a security perspective)hedn
predict future network states/behaviors based on availgbiput) events. This
systematization will obviously allow théeployment of automated countermeasuresafyr
detectedhreat. So, this pap@lsoproposes a generic network model tisaable to describe
the different network dynamics under giesence of a Botnet threat: all actors, dimensions,
states andactions that need to be taken into account at sehentwill be defined, allowing
the development of appropriateference procedures that can infer the values of different
model parameters based on real d&@. he main goalis to define an exact model of the
procedure flows that are necessary to copéh a machine or system infected or
compromised by a particul&otnettype

The paper is organized as follows. Sectbpresents thenost relevant background on
Botnet infrastructures, detecti@pproaches and countermeasui®sction 3 describes the
characterization methodology that was used in this work, presents the spam Botnets that were
selectedand the main obtained resyliscluding abrief discuson on them Section4
presents thanodeling approach, including all possible netwstlktes and hlactions that
originate state transitions, besidésscussing the necessary steps to infer the model
parameterand use it to help network managers and administrators; fiBaltgion5 presents
the main conclusions.

2. Background on Botnets

A Botnetis a large collection of computing systems thahisected with the same piece
of malware (bot) and is remotebtontrolled by one or more attackers (botmasters), using a
specific C&C infrastructure [1], witlthe purpose of performing malicious actionselik
sending spamemail, triggering distributed dentaf-service attacks (DDoS)gapturing
private information or propagating other typeswadlware. Infected computers and networks
become unstablend, frequently, unable to operate normally.

Nowadays, it isestimated that millions of infected systemsdst in the Internet, begn
part of thousands dBotnets According to Fossi et al5], the RustockBotnet controlled
more than 1 million bots. If in the last years economic beha8tbeen the major motivat
for Botnet deployment, recentlye are witnessing itsicreasinguse for political purposes$],
[7] andfor several underground cybercrime activiti8k pnsolicitedmass mailing (SPAM),
click frauds and pay per install, identityeft, DDoS.
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2.1Botnet infrastructures

The Botnet C&C infrastructure includes bots and a control entigyng an addressing
mechanism and one or more protocmsmaintain a communication channel and distribute
commanddetween the infected computers and the botmasderI e C&C infrastructure
can have a centralized, decentralizetboomotive based architecture.

In a centralized architecture bots act only as clients, connetthgeceiving commands
from one or more server§his architecture is based on a clisatver communicatiomodel,
where HTTP and IRC are the most common communicgtiotocols. According to Fossi et
al. [9], in 2009HTTP was used on around 69% of all deted@ethets,while theremaining
31% where based on the IRC protoawhich continuesd have an important role essentially
due toits simplicity and ability to support a potentially unlimitedmber of participants
commanded in parallel throughsingle channel. Private conversations are also supported,
being possible to send commands todiidual bots. The use oHTTP has obvious
advantages: HTTP is a telzssed protocothat uses easy to implement reguesponse
methods and, du its generalized utilization, avoids its traffic to be normaligcked by
firewalls and antvirus. Centralized infrastructuresan be based on single central C&C
servers or in a multilayerestructure of servers and bots. In this second alternatergers
can be divided into different roles: some can be fisedommand and control and others for
delivering contentso bots. Bots can also perform different roles inBoénetstructure.

In decentralized architectures, also known as -fgepeer architectures, there is no
differentiation between clients as@rvers. All nodes participating in tB®tnetperform the
same set of roles, being known as peers. The communigataiacol is also based in
peerto-peer models. With thiarchitecture, botmasters control bots by inserting commands
and updates in an arbitrary point of tBetnet, which makegsheir localization almost
impossible and provides a very higegree of anonymity. There are no central servers to
mitigate and disable. However, the propagation of commands thrthegBotnet is slower
when compared to centralized approach€bere are someBotnets that use hybrid
infrastructures, witha centralized infrastructure as the primary option andlgrnative
peerto-peer backup channel.

LocomotiveBotnets use a central C&C infrastructure tisatonstantly moving over time.
This means that the C&&ervers are continuously changing, with the support ofCtN&
service.

A highly complex DNSbased technique was used Bgtnetdevelopers to increasts
resilience and anonymity: the salled fastflux service B]. Fast flux is a DNS technique
used by btnets to hide phishing and malware delivery sites behind arckaaging network
of compromised hosts acting as proxies. The basic idea bé#hsdechniques to have
numerous IP addresses associated with a single fully qualified domain name, where the IP
addresses are swapped in and out with extremely high frequiamoygh changing DNS
records.With this service, it is possible tese several bots as pyogervers to transparently
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forward maliciouscommunications from clients to a malicious server. pituy servers hide
to the outside the malicious services that available in the malicious server. The main
characteristic othis mechanism is the use i@undrobin DNS with very shorT TL values
associated with the DNS resource records in ceapidly and continuously change the IP
addresses of the bgtroxies, being extremely difficult to follow and intercept these
communications.

\ Mac roth i “k Network Protocols and Algorithms

2.2 Botnet detectin and countermeasures

SinceBotnets act with discretion, their detection is velngllenging. One of the solutions
that have been used fBotnet detection and tracking is based on honeyn@jfs flset of
honeypots. An honeypot is an intentionally ingeatomputational system that is placed in
the network with theobjective of detecting and capturing traffic frdéotnets inorder to
understand their characteristics amoédus operandiThe most importanBotnet detection
techniques that have beg@noposedare based on passive monitoring and analysis of the
network traffic, and can be classified into four main categdtiHs[12]:

1 Signaturebased: these techniques are based on prekiousledge about malware
and Botnets. One known exampie the Snort [B] tool, an open source intrusiatetection
system (IDS). The main drawback of this tygfesystems is that they can only detect known
Botnets andnalware.

1 Anomaly-based: these techniques are based on the detedtivaffic anomalies,
like high volumes btraffic, high delay or jitter, unusual ports or unusual systeshavior
[14]. However, if theBotnet traffic seems to have normadtterns, this type of methods
cannot detect it. Botsniff¢L5] is an anomahpbased detection tool.

1 DNS-based: these techlpies apply the same principles the anomalbased
techniques to the specific caseliS traffic.

1 Mining-basedsince the other techniques are not effectiveletect C&C traffic, this
approach uses data minitechniques to perform this identificatidn.referencd16], Masud
et al. presented a very promising data mindentification methodology.

When aBotnet isdetected, it is necessary to do all the possible to mitigatéhtbat,
taking measures to shut it down if possible. Becausthe@flissimulated nature of these
systems, this is a challengitigsk. The most common approach is based on searching for
central weak points in thBotnet infrastructure that can lklesrupted or blocked. In general,
two main approaches existlassical counteneasures and offensive strategi8k [n the
classical countermeasures group, the three most commorteckedjues are:

1 Taking down the C&C server. Whenever possible, thteesmost effective and fast
way to shut down thd3otnet. However, it is only aplicable to Botnets with a central
infrastructure and if the location of the C&C servekn®wn. The cooperation of the service
provider where thaerver is connected to is fundamental in this step. Besidesnding on
the Botnets, bots can be preparén spreadand perform tasks autonomously, without
communicatingvith the C&C server.

1 Sinkholing malicious traffic. If shutting down the C&&rver is not possible, the
traffic between bots and thgerver can be redirected to a sinkhole. This caddme & the
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routing level, either in a local or globakale, obviously depending on the cooperation
betweerorganizations and ISPs.

1 Cleaning infected systems. If this is the most sustainaidasure to eliminate a
Botnet threat, it is also the modifficult due to the extremely large spectrum of client
systemsthat normally are infected, covering many differg@ographical areas, different
types of users, etc. The mosbmmon approaches are based on the use «b-date
antivirus and personal firewalls indglend user systemidowever, usually these tasks are not
controlled by thenetwork and system administrators, which make trsmdifficult to
implement.

The effective implementation of classical countermeasuiearly depends on the
organizational angbolitical cooperatiorbetween different entities, which is usually a slow
processvhen compared to the urgency that is required to fight timesats. Additionally, the
most recenBotnet threats use increasinggphisticated obfuscation techniques timatke
the application of classical countermeasures even more diffitalsolve these limitations,
some new proactive offensie@proaches have been propostid [

1 Mitigation: an offensive approach against tBetnet infrastructuresimilar to
temporary DoSattacks to C&Cservers, trapping and blocking connections from infected
machines or malicious domains.

1 Manipulation: this approach relies on bugs found in bmtsccess the C&C channel,
intercepting commands aridrge new fake commands to change thelvawor. In thelimit,
fake commands can order the bots-geltruction.

1 Exploitation: this approach explores bugs in the Cé&vers or even in the bots to
gain control over therand promote their destruction from inside.

Despite being technically feasibland very effective, thedgpes of techniques raise
several ethical and legal questioas,the name (offensive) suggests. If fact, the use of these
techniques usually implies the unauthorized access to infewetines and infrastructures,
which meansising the sam@@nd many times illegal) rules as the attackers.

In [17] the authors proposed a new approach for collecyeer threat defense efforts
based on the public healthodels that are used in several countries. In this proposal, authors
defend he use of health certificates for all systewmnnected to the Internet. These
certificates demonstrate theealth condition of each device and can be used by service
providers to allow or block access to specific resources [ldrae banking platformdpr
example). Despite being amteresting theoretical approach, many practical questionstaeed
be addressenh orderto implement this model, ranging from thpecification of certificates
and protocols to the constructioha global infrastructure thaan manage the system.

Another innovative approach is described18], where the authors propose the idea of
using virtual botsto create uncertainty in the attack capacity of eBolnet. Thisstudy
advocates that this uncertainty has a significamaichon the profits of botmasters and
attackers, which means thtite economic benefits can be destroyed or mitigated and the
corresponding interest in using tBetnet will automaticallydecrease.
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3. Analyzing Spam Botnets
3.1 Analysis Methodology and I8eted Botnets

We have installed three popular spam Botnets by allowheginfection of a selected
machine with the correspondingalware. The generated traffic was captured using wireshark
[19] and processed a posteriori in order to obtain relestaistics. Figl illustrates the data
measurement/collectidnamework.

Since some bots have the ability to detect Virtual Machi¥&ss), VMs were not used.
The honeypot machine wasdways formatted before each infection, in order to prevent
interferene between the traffic generated by different Botn€ke operating system (OS)
was Microsoft Windows XService Pack 3, since it is one of the most targeted O$&0]Iit
was possible to find malware for each one ofgékected Botnets. The capturestéal for 48
hours, givingthe possibility to better infer the behavior of each Boamet observe its pattern
in a long time basis. No other tasksre being performed on the infected computer while it
was capturing traffic, in order to reduce any othemgmted trafficbesides the one
corresponding to the Botnet activity.

Several parameters/statistics of the traffic flows were collected/calculated, like for
example: the flow starting/endingstant, the protocols involved, the number and type of
activeflags on TCP flows, the number of exchanged packetsutimber of exchanged bytes,
the flow duration, the contactqubers and their geographical location, the number of DNS
gueries and the periodicity of the communications.

Wireshark

BotNet Network
with 1 or more C&C servers

Windows XP SP3
{native or virtualized)

Figure 1.Framework for measurg Botnets traffic and inferring the most important statistics.

According to R1], the top ten spam Botnets in June 20dkerms of percentage of spam,
volume of spam per day, siznd infected countries are the ones represented in Table I.
Appropriate nalware was obtained for three of these Botr@tsm, Cutwail and Bobax.
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Tablel. Top ten spam Botnets in June 2011

Botnet % of Spam | Volume of Spam Per Day| Estimated Size Most Infected Countries
Cutwail 16.1 9.6 Billions 800K to 1.2M India (10%),Russia (9%)
Xarvester 6.7 4 Billions 57K to 86K UK (18%), France (13%)
Maazben 3.1 1.9 Billions 520K to 780K | South Korea (14%), Russia (109
Lethic 3.1 1.8 Billions 230K to 340K | South Korea (25%), Russia (159
Grum 3.0 1.8 Billions 200K to 290K India (14%), Russia (14%)
Bagle 2.7 1.6 Billions 140K to 200K India (15%), Argentina (8%)
Fivetoone 2.3 1.4 Billions 94K to 140K Vietnam (20%), Brazil (12%)
Festi 1.2 691 Millions 25K to 37K India (10%),Vietnam(10%)
Bobax 0.4 254 Millions 80K to 120K Ukraine (27%), India (8%)
DarkMailer 0.5 43 Millions 1K to 1.5K France (27%), USA (16%)

Grum, also known as Tedroo, mainly focus its activityptrrmaceutical products. It
usually infects files referenced the auterun registries. This Botnet is able hide
componentfiles as well as legitimate Windows system files, makingdigection and
removal quite difficult 22]. It has five keyfeatures: a Kerndbased rockit; reports to a
C&C server viaHTTP (Hypertext Transfer Protocol) on port 80; dowdepglain text spam
templates and address lists from a sgebver;has multiple control servers and performs
DNS MX lookupsto send spam. This Botnet tries to establish a control seorerection,
using an email message, by sending an Hiefrest messagPepending on the variant of
the BotnetGrum makes changes in the System Registry.

Cutwail, also referred as Pandex or Pushdo, among p#mes, has been active since
2007 and mainly focus isending spam promoting pharmaceuticals, designeofispor
software. It also distributes malware regularly, sending enastitschments, usually .zip files.
Nowadays, this Botnet alssends malicious campaigns, using social networking brands,
distributing also phishing emails mainly targeting custonoéiseveralfinancial institutions.
The mai n Cut akearledorfsdo afC&@ senvar ensport 80, resorting to encrypted
HTTP and performs DNS lookups to send spam andtesgslates. The Cutwail behavior is
described in detail ireference 22]: it connects tats control server using HTTEByrough port
80, using an encrypted tunnel, and listens aaralom UDP port for commands from its
control server. Athe host, it is able to download malware and, after installjng creates
different processes, mainhlyith the purpose ohotifying the Botmaster and running its
commands.

Bobax, which can also be found under the name of Krakénderoor, has been working
since 2007 and has the followifgatures: reports to control server using UDP, through port
447; uses dynamic domain name providers; performs DNS M&kups to send spam; has
multiple recipients per messageses templates and has backdoor capabilities. Bobax starts
by checking for a Simple Mail Transfer Protocol (SMTBhnection to a server site, thghu
port 25. Then, it generataspseudaandom domain name, and if the DNS query fatilsiill
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append the domain name on the local network®finfected machine to perform a new DNS
query. Once itsuccessfully finds the C&C server, it sends an HTTP esg22]. Like
Cutwail, it creates processes to execute Wimdows starup, and hides its malware
registering itself asa random service name. It has also the capability of seard¢bing
potential email addresses. After this process, it receit@splae from the server to send to
its targets.

3.1 Results Obtained
3.1.1 Grum Botnet

Immediately after installing the malware, DNS querstarted being made to one of
Googl ebs DNS (O s&on@s, vith a peuodiditynaj 50 seconds. After this
period, most of the traffic that was filtered as TCP Unknawed port 80, so it is in fact
HTTP traffic. Traffic filteredas HTTP was generated during 150 seconds, also with a
periodicity of 50 seconds, consisting of various GET requiestslifferent types of files
(.exe, .gif, .png). After somme, Unknown TCP packets (directed through port 445) were
exchanged, corresponding to a communication of the Séfessage Block (SMB) over
TCP/IP. The objective of thiactivity was to find shared files. A S&ws Initiation Protocol
(SIP) packet was then received, including information thaétessary to get options from an
IP address. These packetsntinued to appear sporadically. Besides, several attempts for
Secure Shell (SSH) and Telnet connections veése madeRecurrently, there were some
packets being exchanged througbrt 6000, which has been reported in the literature as a
port used by virus or trojans. Some SMTP packets weredelszted over time, reinforcing
the idea of spam intents. Tkaptue that was made followed a regular trend, with the vast
majority of the packets belonging to HTTP and SMB. Thesekets continuously queried
services through the NetBlOQ$ame Service (NBNS) and tried to establish sessions tising
NetBIOS Session Senac(NBSS). By looking at Fig2, we can clearly see that most of the
generated traffigvas filtered as unknown TCP. In the Upload direction, theeesome HTTP
and DNS packets in the first hour. After tHag¢sides unknown TCP, there are also some SMB
andunknownUDP packets. In the Download direction, it is possibleliserve few packets
from three different protocols (HTTBNS and SMB), although this only happens in the first
hour.

The number of generated packdest(part of Fig. 3) increased ovetime, being always
higher in the download direction. Themee peaks in the amount of generated traffic around
hours 23,37 and 43: in these peaks, it is possible to observe an inae&dB session
requests, as well as Remote Managememiests. Grum geraed a very limited amount of
traffic, around 10 KB per hour. As expected from the amounécdived packets, the amount
of download traffic was alsalways higher than the amount of upload traffic.

We can see frorthe right part ofFig. 3 that there was a fairly regulamount of peers
contacted per hour, except for the peaktlom 28" hour, where six times more peers were
contacted thanusual. This peak was the result of several attempts of BE$sion
Establishment that were not sucdabsThe sessiomstablishment attempts originated in the
infected machindollowed the expected behavior, since most of the padjeterated in

10 www.macrothinkorg/npa
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response to SYN packets had the SYN/ACK flagsve. However, the session establishment
attempts receiveltly the infected machine generated more packets witlRBEACK flags
active than packets with the SYN/ACK flagstive, which means that the majority of the
session establishmerastempts were not successful. Like we said before, teesestrange
peak of 60 peers contacted per hour, which isc@sequence of this high number of
RST/ACK packets. In the8" hour of the capture, a total of 84 RST/ACK packets vsere
from the infected machine.

\ Mac roth i “k Network Protocols and Algorithms

Finally, it is interesting to see the world map that geographitacates the peers that
established communication withe infected machine. From Fig, it is perceivable that
Grumbés infected machi nes Asiaand @ mdricaaThe han | oc a
infected countries were Chirend the United States America.

3.1.2 Cutwail Botnet

For this Botnet, most of the packets that were filteredJnknown TCP are also in fact
HTTP packets. Aftea couple of hours, some HTTP/XML Notify packets wgpentaneously
exchanged. Some SIP Invite packets were déteced, together with some Telnet packets,
but this activity isalmost unperceivable and does not raise any suspicion. Meeeesome
NBNS Query packets as well, also using pith, and a significant amount of SMB packets
over TCP waslso detected. Regardirunknown UDP traffic, most of theseessages were
actually being exchanged for DoS attacksfaict, many of the ports were recognized as the
ones that areisually used for this type of security attacks. Around the thodr of the
capture, a lot of Unkmwn TCP packets startdxbing directed through port 50000. Although
this port is knowrfor being used by a trojan named SubSARI, this activity retsted to
protocol UPnP (Universal Plug and Play). By &mel of the capture, there were some Remote
Managemenpackets. Once again, SMTP packets were detected bsmialaquantity.

140 - . ‘ . ‘ ‘ ‘ —— 120

120 100 +

100 +
80 |-

g 80
40 +
a0 +

20 |, 20 -

X " ' L ; e, AL . ¥ L I L ey ; ' 4
L] 5 10 15 20 25 30 35 40 45 (] 5 10 15 20 25 30 35 40 45
Hours Hours

DNS TGP (unknown) UDP (unknown) ------- DNS TCP (unknown) UDP (unknown) ------
SMTP SMB —— HTTP -oeee SMTP SMB —— HTTP -+

Figure2. Grum Botnet protocols: (left) upload direction; (right) download direction
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Figure3. Grum Botnet statistics: (left) packets per hdtight) unique peers per hour

Figure4. Grum Botnet: geographical location of the contacted peers

The Cutwail Botnet exhibits a typical traffic pattern: it has a constant rate of sent HTTP
packets and UnknowhCPpackets, despite having a peak around hour 26fa@lsa a quite
constant pattern. There is a small raté&ShfB and Unknown UDP packets, which present a
peakaround the 28 hour due to a high number of TCP Sesdistablishments.

Protocols distributionn the download direction is quite similar to the upload distribution
(Fig. 5), except regarding thebsence of the peak in the number of Unknown UDP packets.

In the left part ofFig. 6 we can observe that both sent and recepestkets follow the
same paern, presenting a peak in tB6" hour. Once again, this peak is originated by several
TCP Session Establishment attempts. There are almost amagsUpload than Download
packetsThe right part ofig. 6 represents theumber of contacted peers peuhand we can
see that theris a peak in the amount of contacted peers around howh2®e the amount of
contacted peers increases twenty timBsis peak is also a result of the increase in the
number ofTCP Session Establishment attempts. It is atgmortant tostate that both captures
contacted almost the same numberpegrs per hour, except at the moment of the peak
occurrenceMost of the generated packets in response to SYN packetshe &Y N/ACK
flags active, although there are also RST/A@&kets, but in a very low number. However,
there is a larg@mumber of unanswered SYN packets, which is not a conmebavior and
should be considered as an alarm for Boaw#ivity. This analysis corresponds to the session
establishmenattempts originatedby the infected machine. When considerihg session
establishment attempts received by the infeatedhine, there are always more packets with
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the RST/ACKIflags active than packets with the SYN/ACK flags set, winngans that most
of the session estabihment attempts weneot successful. The peak around hour 25, which
we have seerbefore, obviously conducted to this increase in the numbe8Ydd and
RST/ACK packets.

\ Mac roth i “k Network Protocols and Algorithms

Fig. 7 shows that the infected machine communicatgl hosts from all continents. The
main infected ones af@wever Europe and Asia.

3.1.3Bobax Botnet

Traffic from Bobax followed the same behavior throughthé whole duration of the
capture. Immediately after thealware was installed, a lot of DNS queries were exchanged
in port 1042, kown for being used by trojans. Many of thgseries were actually filtered as
Unknown UDP packets. Ithe experimental capture we also observed a lot of SpIERets,
mainly in the first hour. Most of them were filtered dsknown TCP. Some HTTP packets
were also exchanged, arsporadically some HTTP/XML Notify messages. Regarding
Unknown TCP packets, and performing a deeper inspeictiorder to understand their true
origin, we can say thamhost of them are SMB packets, with HTTP being the sepooid®|
in terms of the number of packets exchanged. Aro¢d@d thousand SMB packets were
exchanged per hour. It wadso possible to observe some NBNS packets. Unknown UDP
packets were once again mainly used for DoS attacks, pentg that are known to beads
for that type of security attacks.

This Botnet definitely behave like expected, consideringaiteount of HTTP traffic,
DNS lookups, DoS attacks areksentially, SMTP packetsrom Fig 8, it is visible that most
of the generated traffic was filtereds aJnknown TCP. The Uploggicture,despite showing
mostly Unknown TCP traffic, alscontains traffic from all the other protocols, although in a
muchless quantity. In the Download graph, it is possible to obsemiear pattern in DNS,
SMB, SMTP, UnknowrdDP andHTTP packets. Again, these protocols have relatively small
number of packets when compared to the number of Unknb@R packets. The vast
majority of Unknown TCP packetse SMB packets, although there are also HTTP packets
andsome packets frorather protocols. Unknown UDP packetee mostly DNS packets or
packets used for DoS attempts.

H { L b 1 1 i bbb ek b b o b b b b b e e b b o bbb b o e e b e e e
[} 5 10 15 20 25 30 35 40 45 0 5 10 15 20 25 30 35 40 45
Hours Hours

DNS TCP (unknown) -+~ UDP (unknown) ------- DNS
SMTP SMB —— HTTP 4 SMTP

TGP (unknown) UDP (unknown) -------
SMB —— HTTP -eatees

Figure5. Cutwail Botnet protocols: (left) upload direction; (right) download direction
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Figure6. Cutwail Botnet statistics: (left) packets per hofright) unique peers per hour

Figure7. Cutwail Botnet: geographical location of the contacted peers

The left part ofFig. 9 shows that the amount of packets per hourdkear sign that we
are facing Botnegienerated traffic. Thismformation should be an instant warning that should
trigger measures to protect the infected machine or the netseminent. It is also important
to stress the difference betwetye number of Upload and Download packets: the amoiun
Upload packets is in the order of 470 thousand packetsopey while Download packets are
in the order of 40 thousarghckets. Even in the number of contacted peegkt(part ofFig.

9), we have a clear behavioral pattern. The observed valuesstapicions about Botnet
infection, because they are in the ordeR25 thousand contacted peers per hour. Most of the
packetswith the SYN flag active did not obtain any reply. Onlgraall number was replied
with the RST/ACK flag set, and @aven sma#r number with the SYN/ACK flag.

Figure D shows that infected machines are located everywihettee world. The most
infected continents are Europad America and the countries that suffer more infections are
the United States of America and China.
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Figure8. BobaxBotnet protocols: (left) upload direction; (right) download direction
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Figure 1. BobaxBotnet: geographical location of the contacted peers

4. Modeling the Response

Although the identification of possible countermeasures that can fight remdove
malware and sparBotnet threats in a lotaetworkis nowadays reasonably well achieved,
their systematic an@utomated application needs to be significantly improy@eaning
infected machines using amirus software, applyingraffic filtering rules or blockinghe
ports of network elementse relatively common measures taken by netveaikinistrators
in the case of aBotnet detection. Howeversince these threatare becomng more
sophisticated, the fighting procedures need to be modmlddsystematized, in order to
increase their efficiecy andscalability. This systematization widllso facilitate the future
deploymentof frameworksthat automate the countermeasufes any detected thre§23].
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Thus, this sectiomvill present a generic network model that is able to desthibalifferer
network dynamics under the presence of a sBatnet threat. All actors, dimensions, states
and actions thateed to be taken into account at each moment will be defafiediing the
development of appropriate inference proceddhnes can infer the vaks ofthe different
model parameterfsom real data.

The model includes the description of the different netwstites, according to the
degree ofBotnet infection that isletected, and the actions that lead to state transitions. The
finite state machinenodel that is proposed includes a detadkdracterization of the possible
states of all network elemenfisosts, layeR devices, routersetq, allowing a rigorous and
precise knowledge of the network operation details atgiavgn time instant. The hare of
the proposed model allowiss use in the prediction of the network states at future time
instants.

Together with reliability and availability, security is owé the bag disciplines of
network resilienceUnderthis context, security issues can be addressed using/dhghase
ResiliNets strategp’R?+DR, designed to improveetwork resilience in generfd]: the first
phase of this strategyD{R?) runs in real time and correspontts the Defend, Detect,
Remedi#e and Recover steps, whilee second phase (DR) runs in background and includes
the Diagnose and Refine step¥he model presented below is based t@ro basic
assumptions{i) network and host defenses can be broken and hostbecanfected by
malware ,becoming members @otnets;(ii) currenttechniques and resources can detect the
infection of hosts and the presence Bdtnet activities in a locatetwork. This means that
this work will be focused ifmodeling the Remediate and Recover steps of thdilRetsi
strategy, in the presenceBbtnet threats.

4.1 The network model

The model considers a typical local network environme&hgre it is necessary to model
the response behaviaf the following actors: hosts, layé devices (switcheswireless
access pointtg and routersWhen considering the perspective of an individual twet is
connectedo the local network and can be infected syme piece of malwaréecoming
member of a sparfBotnet,the following states and transitions can be itieck

1 Normal state(hS1): the host is not infected with malwafé&e following transition
action will affect this state:

o Malware infection(hS1 al): the detection of malwamaplies the change of the host
to the Infectedstate.

1 Infected stat€éhS2): some piece of spam malware wWatected at the host. This state
if affected by the followindransition actions:

0 Automatic clean sysin(hS2 al): if automatic defensés.g. antivirus software) are
able to fight thisnfection, the system can retuto the Normal state;

o Filtering malicious traffic(hS2 a2): if the defensivactions cannot automatically
clean the system, themalicious traffic (i.e. spam messages) must be filtenethe local
gateway/router and the host staté change to Quarairte.

1 Quarantine stat€hS3): if the infection cannot be automaticalgmoved, the host
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must be quarantined. Thesate can be changed by the following actions:

0 Manual clean systerthS3 al): if a manual cleaningf the system with existing
tools (e.gantkvirus)is successful, this implies the host transition toGhleaned state;

o0 Block all network traffic(hS3 a2): if manual cleaningvith existing tools is not
possible and additionaand more complex tasks are needed, the host trattsita
disconnead mode, with the consequent blockwigall network traffic in the corresponding
switchport or wireless connection.

1 Disconnected statghS4): if the infection cannot leontrolled in a short time and is
affecting the securityand performance of other exhal elements, then the hasust be
temporarily disconnected from the network. Tétigte can be changed only by the following
action:

o Offline clean systenthS4 al): the system is cleanaslith available tools and
resources, definitivelgliminating the lireat. In some cases, a complsystem formatting
and reinstallation should be necessdfiythe action succeeds, the host transits taGleaned
state.

1 Cleaned state (hS5): after the quarantine or disconnpetéstl, the host transits to
the cleanedstate, where all thereviously applied contention measures are removed. The
following action will change the system to the Norsiaite:

o Permit all network traffighS5 al): when the threas definitively eliminated from
the host, all the traffiilters that were previously activated can be remoaed the host will
transit again to normal operatistate.

- Network Protocols and Algorithms
A\ MacrOthI“k ISSN 19433581

The finite state machine that represents all these statb$ransitions is represented in
Fig. 11. The solid linesorrespond to actions that ocaedlrin the host while théashed lines
correspond to actions that occurred in otleators: hS2a2 is applied at thdocal
gateway/router, while hS32 is applied at the laye&? device where the host is directly
connectedo. Action hS5 al isapplied in bdh the gateway and the lay2device.

/ ) hSi_al v \
f Host | [ Host |
| Normal ] |\ Infected |
. h52_al '
* _
hS5_a1 hS2_a2
e h53_al N
f Host Host |
| Cleaned | \Quarantine/
‘\\\ .
. PR
hS.a1 hS3.a2
“
Host M

\.
|
Disconnectet

Figure 1. Finite state machine of an individual host

In the same way, it is relevant to identify and charactéheestates of laye2 devices.
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Since these devices physically interconnect network hosts, répegsent the first point
available to controthe connect/disconnect tasks corresponding to each hosstates and
relevant actions are:

1 Normal statgIS1): if no actions are taken to disconnetioat from the network, all
switch ports/wirelesgonnectionsare in normal operation (enabled). The followiaction
changes this state:

o Block first connectiorflS1 al): if a first host connectdd this device transits from
the Quarantingo the Disconnected state, the corresponding sviitteliface orthe wireless
connection needs to bd@ocked (disabled)and the layer2 devicetransis to the Blocking
state.

1 Blocking stateg(IS2): when the first host connected to tbevice transits from the
Quarantine to the Disconnectsthte, the layeR device trasits from Normal tdlocking
state, disabling the corresponding switch poriwireless connection in order to block the
physicalconnectivity for that host. This state remains active wmatimore switch or wireless
connectionsaredisabled due tthis reason. The following actions occur in this state:

o0 Release connectiofiS2 al): if a host connected tthis device changes from
Disconnected to Cleanestate and is not the last host in this situation, ttmes action is
performed, restoring the correspamgliphysical connectivity. The layeér device remainsn
the same Blocking state untilere areno more locallydisconnected hosts;

o0 Block connectior{(IS2 _a2): if the layer two devices already in the Blocking state
and a new locallgonnected hodransits to Disconnected state, thhis action is executed,
blocking the correspondirgyvitch interface or wireless connection;

0 Release last connectidit2 a3): if the last hosthatwas inthe Disconnected state
transits to theCleaned state, then tledrresponding connection restored and the switch
comes back to the Normadtate.

Fig. 12 shows the finite state machine correspondinipédayer2 devices.

151_a1 i

= o \

[ L2 device | [ L2 device | &'
| Normal | 152_a3 | Blocking
I52_a1

Figure 2. Finite state machine of the lay2devices

The last relevant actor is the lbgmteway/router thahterconnects different IP networks
of the LAN. The stateand actions that characterize this device are:

1 Normal state(gS1): if no malware activities were detectedhe local network, the
router is operating in the nornmgthte. The following actions will change its state:

o Add first host traffic filters(gS1 al): if the firstmalicious activities related with
spam malware wergetected in the local network and cannot be automaticathpved, it is
necessary to activate filtetisat can prevent malicious traffic from going outsi@kis action
activates a filter rule to control thealicious traffic of the first local host that changéee
state from Infected to Quarantimaakingtheroutertransitto the Filtering state;
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o Blocking all traffic (gS1 a2): if an unexpectedlgeneralized contamination with
spam malware idetected in the local network, this action immediakédycks all local traffic
from going outside, changinipe state of the router directly from Normal to Bkecking
State.

1 Filtering state(gS2): in this state, the router is filteringalicious (spam) traffic from
infected local hosts and cée subject to the following actions:

o0 Remove host traffic filter§gS2 al): this action occursvhen a quarantined host
which wasnot the last in this statés cleaned In this case, the filter rulesrresponding to
this host are no longer needed and disabled:;

0 Remove last host traffic filte®S2 a2): this actionoccurs if the last quarantined
host of the local netwonwas cleaned. This implies changing the rotae¢he Normal state;

0 Add new host traffic filter§gS2 a3): this action iperformed when a new host is
guarantined, activatingew traffic filters for that host;

o Blocking all traffic (9S2 a4): if the threat iareasedsignificantly and cannot be
contained using onlyilters for malicious traffic, it can be necessary dotivate more
restrictive filters that block all traffiantil the threat is controlled or eliminated. In these,
the router transits to thed®king state.

1 Blocking stat€gS3): the router is in this state if onenoore interfaces need to block
all traffic. The device leavdsis state by the influence of the following actions:

o Permit all network traffiqgS3 al): this action removdsbe filters that are blocking
all traffic from one or more router interfaced ik activatedwhenever the threats that
previously implied thectivation of these filters are definitively eliminated;

o Remove blocking all traffi¢gS3 a2): this action isactivated ifthe generalized
infection is controllecbut not definitively eliminated. In this case, the rtiat blocks all
traffic in an interface is removdalit the individual rules that filtenalicious spam traffic for
guarantined host&main active

\ Macrothi“k Network Protocols and Algorithms

Fig. 13 presents the finite state machine corresponditigeg@outer.

gsi_al

Qm'mal =

Gateway
Filtering

gs2 a2

Gateway
\BIjJ ckilly
Figure B. Finite state machine of thecal gateway

Considering that some of the actions taken to controlsahee the host infection are
implementedat the layer2 deviceand/or the loal gatewayFig. 14 presents the interaction
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between these three elements. The dashed lines reptesesitions of an actor from one
state to another caused agtions that occurred in another different actor. For exartipge,
Host transits from the Inéted to the Quarantine state the effect ofan action filtering
malicious traffic that is applieith the Gatewayhrough aractionthatadds host traffic filters.
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Figure M. Interaction between host, router and la3elevices.

Following the previous analysis that considerediileaviorof an individual host faced
to a possible infectiont is nowtime to consider the states amehavios of all local network
as a set of hosts that can be infected wgam malware. Thusye nov identify the possible
statesand associated actigra the local network, when one or mdoeal hosts are faced to
a possible sparBotnet infection:

1 Normal state(nS1): in this state, the network is workiagcording to its baseline,
without strangeevents originatedy the presence of spam malware runninghosts. The
transition to another states is affected byfttlewing actions:

o Small Botnet InfectiofnS1 al): if a Botnet infectionis detected, with a small
number of hosts transitinfjom Normal to the Infected state, the netwatianges from the
Normal to the Low Infection state;

o0 Medium Botnet InfectiofnS1 a2): this action isperformed when an infection
suddenlyaffects a larg@umber of hosts in the local network, transitthgm from Nrmal to
Infected state. As a resulhe network state transits from Normal to Medilnfection state;

0 Massive Botnet InfectionS1 a3): if an unexpectedhassiveBotnet infection is
detected, the netwodhanges directly from the Normal to the Generadlindection state;

1 Low Infection stat€nS2): a small number of infections local hosts were detected
but their impact in the overatietwork performance and security is not very significihe
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transitions that affect this state are:

0 Increased Botnet nfection (nS2 al): if the previouslydetected spamBotnet
infection spreads to aignificant number of hosts, the network chan@resn the Low
Infection state to the Medium Infectictate;

0 Recovery measurgnS2 a2): the deployment cdidequate recovemneasures was
able to eliminatéhe security threat, allowing the network to recaeethe Normal state.

1 Medium Infection staténS3): in this state, a large s#tlocal hosts is infected with
spam malware and theictivity impacts network performance.

0 Remediation measurg®S3 al): the application ofemediation measures, namely
the filtering of malicioustraffic by the router, results in an improvemaritthe network
performance and transits the netwtwkhe Low Infection state;

0 Increased Botnet Inféion (nS3 a2): the massivepread of the infected hosts forces
the transition othe network statédrom the Medium Infection to th&eneralized Infection
state.

o Blocking all traffic(nS3 a3): if the network performands significantly degraded
by the infuence ofthe infected hostst can be necessary to immediatelpck all network
traffic directed to outside, transitirtige network to the Quarantine state.

1 Generalized Infection staténS4): a very significant numbeaf hosts is infected
implying a bigimpact on the overaferformance of the local network. The transitions from
this state are affected by the following actions:

0 Remediation measure@1S4 al): the deployment ofemediation measures that
confine the problem insideertain acceptable levelllow the network to returrio the
Medium Infection state;

o Blocking all traffic(nS4 a2): if the generalized infectiazannot be controlled within
acertainlimited amountof time, it can be necessary to transit the network $tat@uarantine,
blockingall network traffic directedo outside.

1 Quarantine statgnS5): the previous detection of a generalizgfedction on local
hosts (or an infection with a bighpact on network performance) implied the quarantihe
the network, blocking all traffic exchaed (in the routey with other IP networks. The
transitions from this stat@re affected by the following actions:

o0 Remediation measureg1S5 al): the application offemediation measures can
alleviate the degradatioof network performance, allowing the tsaon to the Medium
Infection state;

o Significant Remediation measui@ss5 a2): in somecasesjt may not be feasible to
solve the complete infectiom a short time but the applied remediation measuresan
significantly recover the performance thie néwork and limitthe damage of the infection.
With this action, the network can move from Quarantmkow Infection state.

o Recovery measurgsS5 a3): the deployment of adequatxovery measures that
definitively eliminatethe threatallowing the netwok to recover to the Normatate.

\ Macrothi“k Network Protocols and Algorithms

Figure 15 graphically represents the finite state maclohée local network, includg
the five states that weproposed and the transition actions between them.
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Figure B. Finite state machine of thecal network

From this discussion, it is clear that the states and transitibons corresponding to the
three identified actors are completatyerrelated. Figurd6 tries to integrate the finite state
machine of each element (local network as a set of Hagts,2 devices and local gateway),
producing an overall picturef the system. The color scheme tries to give a visual iddaeof
network health, fronthe light(healthy)to the dark stategcompletely sick).

The knowledge of the real network state,usficed byhe presence ddotnet activities,
is fundamental to take thigght decisions and apply the most effective countermeasrines.
knowledge is only possible after inferring all the netwarddel parameters from real and/or
reliable network data.

4.2 From the inference of the model parameters to network management

In a first phase, network data reflecting normal activity amoimalous behaviors induced
by the presence of differeBobtnet types should be collected, analyzed and correalatader
to understand which anomalies have occurred lam they can be characterized. The
characterization of eadmomaly should be as complete as possible, includingrttoaint of
data that is generated (alert messages, traffic amonnthe different network riks,
anomalous information on lofijes, etc), the timing parameters associated to the anomaly
(like, for example, the duration of its characteristic segmemid)the transition probabilities
between the different statdsat characterize the anomaly, amgmther relevant statisticEhe
data collection step should involve the deploymertalobratorial testbeds where the different
security threats carbe easily installed in a controlled environment, analyzed and
characterized.
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Figure . Finite state rachine of theverall local network

The network modeling framework is a multistage spsteée process able to model the
number of error or alernessages and the different states of the network in tfrsecurity
threats. Each state is characterized thg type of generation process (deterministic,
exponential or otheRnd its corresponding parameters. The dynamics of thetistatations
are heterogeneous and can be ruled by determinisggponential processes that define the
time of permanencen each state and the destination of the next transition.nidaeling
framework parameterization will agree with #esumption that state transitions can follow a
deterministic orandom distribution. State transitions are ruled in paralleinwy(or moré
parametric matrices that define, respectiviilg next transitions after a deterministic amount
of time and the probabilistic transitions after a random period of tinlhe
probabilistic/random transitions can follow an exponentiaitribution (like hapens in
Markovian models) or any othedistribution. The information generation processes
associatedvith each state will also be parameterized by two (or meeejors defining,
respectively, the deterministic values adtribution function parametefsr the rates and
amount ofalert messages generated.

The chain modulated nature of the modeling framewalkallow the use of traditional
mathematical tools to obtathe model resulting from the superposition of several mamntels
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