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Abstract 

Transforming business transactions from the old "bricks and mortar" physical transaction to 

"click and order" via digital devices gave birth to financial technology or Fintech. Fintech has 

arguably democratized financial services, allowing non-traditional firms to enter the space. 

Fintech refers to digital technologies that integrate various forms of technology, including 

Blockchain, Robo-advisors, Crowdfunding, Big Data, Peer-to-peer (P2P) lending and 

intelligent investment consulting in the financial sector. Nonetheless, the Fintech research 

topic in developing countries like Malaysia is still at the nascent stage. The previous literature 

has recognized the Fintech evolvement, features, and effect but has not yet provided a 

comprehensive conceptualization and manifestation. The governing issues of Fintech are also 

still worth further investigation. Based on the fintech literature review, this paper explores the 

Fintech conceptualization and its governing issues in-depth. The study will contribute to 

understanding Fintech, its manifestation, and how Fintech evolves. This concept paper also 

shed some light on Fintech research areas by identifying the governing issues surrounding 

Fintech implementation. From the practical perspective, the contribution is a recommendation 

on how the Fintech application could be utilized optimally by the Fintech companies that 

would positively impact the Malaysia ecosystem and contribute to the national agenda.  

Keywords: Financial technology (Fintech), Fintech conceptualization, Fintech manifestation, 
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Fintech governing issues, Fintech companies 

1. Introduction 

The fourth industrial revolution (IR4.0) has unfurled its wings over all industries; 

consequently, its positive impact on the modern global economy has emerged significantly. 

The financial services sector is also one of the sectors that have leveraged the power of 

Industry 4.0. via the introduction of Financial Technologies (Fintech). The application of 

technology in financial transactions provide more innovative ways on how to conduct business. 

Fintech creates the possibility that financial services offered by traditional banking providers 

such as money transfer, lending, investment, or payment can be done cheaper and more 

conveniently. Fintech also allows the company's operation to be more automated, lowers cost 

information acquisition, and makes manufacturing and distribution processes more efficient 

(Gupta & Tham, 2019). Financial technology or, in simple terms, "Fintech" comes from the 

combination of finances and technology, implying the implementation of innovative 

technologies such as smartphones and the Internet in improving financial services 

productivity and efficiency without the intermediary of the financial institution (Chuang et al., 

2016).  

Fintech, which constitutes a key player in the fourth industrial revolution, amalgamates 

finance and technology (Chang et al., 2020; Lee & Shin, 2018) and encompasses platforms 

such as mobile payments, peer-to-peer lending, and robotic investment advice (Schueffel, 

2016). Rupeika-Apoga & Thalassinos (2020) postulated that Fintech refers to the 

advancement in technology that can transform the distribution of financial services spurring 

the development of new business models, applications, processes, and products. Fintech also 

refers to a new technology that seeks to improve and automate the delivery and use of 

financial services. 

The introduction and continuous development of Fintech have had a positive impact on the 

financial sector. For example, Fintech companies have developed a new approach for payment 

services, namely mobile wallet (e-wallet), which aims to simplify the transaction process and 

improve customer services (Kang, 2018). The convenience factors of Fintech become one of 

the more vital determinants to influence the adoption of Fintech among users, whereby they 

can use financial-based services easily anytime and at any place. The convenience provided by 

the system eventually increases the users' performance as many transactions can be performed 

remotely, which increase the adoption of the technology (Putritama, 2019). 

Undoubtedly, the Fintech industry will continue to grow due to innovations in the information 

and internet age. The previous literature has recognized the fintech evolvement, features, and 

effect it brings. For instance, Knewtson & Rosenbaum (2020) asserted that the use of the term 

"Fintech" has grown twenty-five-fold over the past decade and with the emergence of new 

Fintech firms, over 1,000,000 jobs are linked to Fintech. Any technology-focused firms that 

employ innovations like Fintech will disrupt the establishment of traditional financial services 

yet strive to revolutionize and reshape the financial ecosystem (Arslanian & Fischer, 2019). 

However, they believed it is not an easy road as the actual situation for Fintech development is 

far more complex to understand (Arslanian & Fischer, 2019). 
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Additionally, despite its tremendous development, the Fintech research topic in a developing 

country is still nascent. Cheah et al. (2011) indicated that numerous studies on Fintech payment 

adoption in developed countries such as Singapore, Korea, Brazil, China, and Taiwan 

comparatively slightly paid attention to developing countries such as Malaysia. Fintech's 

application to Malaysians is still developing, and it is relatively foreign. Hence, findings from 

developing countries such as Malaysia remain to be interesting. The previous literature has 

recognized the Fintech evolvement, features, and affect but has not yet provided a 

comprehensive conceptualization and manifestation. The governing issues of Fintech are also 

still worth further investigation since Fintech initiatives have also encompassed some problems 

such as potential fraud, excessive pressure to meet targets and untried business models, and 

exposures to fraud (Nicoletti, 2017). Companies and financial institutions need to face any 

obstacles occurring in this industry to embrace Fintech. Learning from mistakes and turning 

threats into opportunities is one of many ways to survive the "Fintech wave" (Deloitte, 2020). 

Hence, the paper aims to explore the Fintech conceptualization and governing issues based on 

reviewing the Fintech literature.  

The study will contribute to understanding Fintech, its manifestation, and how Fintech evolves. 

This concept paper also shed some light on Fintech research areas by identifying the governing 

issues surrounding Fintech implementation. From the practical perspective, the contribution in 

the form of recommendation on how Fintech application could be utilized optimally by the 

Fintech companies would positively impact the Malaysia ecosystem and contribute to the 

national agenda.  

2. Fintech Conceptualization 

2.1 What is Fintech - Fintech Definition 

The history of financial transactions has evolved from the barter system to physical money to 

a cashless system for thousands of years. In modern days, technology plays a vital role in 

innovating how we use our money and asset. The merging of modern technology within 

financial transactions gives a rise towards 'fintech'. In simple words, Fintech can be 

understood as a new financial industry that employs technology to improve economic 

activities (Schueffel, 2017). These activities include payments, lending, wealth management 

and insurance space (Arjunwadkar, 2018). Fintech also can be understood as financial 

innovations that use technological solutions in different business situations and lead to new 

business models or even new businesses (Di Pietro et al., 2021). 

2.2 Fintech Dimension 

Fintech covers various transactions, including insurance technology, financial data, payment 

and banking systems and mobile banking, where payment services are the largest subcategory 

being covered under Fintech (Szakiel, 2018). Fintech payment services have improved the 

way that people are dealing with business. The tools provided by Fintech enables the 

consumers to track, manage and facilitate their finances remotely. Das (2019) suggests that 

the use of Fintech in finance brought a change in three areas: (a) raising capital, (b) allocating 

capital, and (c) transferring capital. Thus, we could say that almost all modern business 
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transactions revolve around the use of Fintech. 

Due to its broad classification mechanisms of Fintech, O’Hanlon et al. (2020) recommended 

the three dimensions of Fintech, which consists of (1) financial sector, (2) business model, 

and (3) technology. Figure 1 below illustrates the ‘Fintech cube' based on these three 

dimensions. 

 

Figure 1. The Fintech Cube by O’Hanlon et al. (2020) 

 

The Financial sector dimension outlines the critical areas in the financial services that will 

benefit from using Fintech. It includes banking, stock trading, asset management, transaction 

payments, insurance, foreign exchange, and others. The business model explains different 

important types of models used by the company to conduct their business which include 

business-to-consumer (B2C), business-to-business (B2B), business-to-business-to-consumer 

(B2B2C), to business-to-government/regulator (B2G), to platform-based business models, 

crowdfunding, and peer-to-peer (P2P) lending. Lastly, the technology dimensions indicate 

different types of technology use within the business. It includes cloud computing, big data, 

artificial intelligence (AI)/machine learning (ML), Blockchain (distributed ledger 

technologies), the Internet of Things (IoT), and quantum computing, to augmented and 

virtual reality. 

2.3 Fintech Application 

Fintech payment services have improved the way that people are dealing with business. The 

tools provided by Fintech enable the consumers to track, manage and facilitate their finances 

remotely. Fintech refers to companies that provide financial services, primarily focusing on 

the technology platform for innovative financial services products. It is not limited to specific 

areas (e.g., financing) or business models. Still, it covers various high-tech systems in 

financial industries like mobile payments, loans, financing, money transfers, and even asset 

management (Arner et al., 2015). Arner et al. (2015) further suggested the differences 

between traditional financial services and Fintech, where it is not a mere combination of 

information technology and financial services, but the implementation of technology into 

traditional services to expand their context. Fintech covers various transactions, including 

insurance technology, financial data, payment and banking systems, and mobile banking, 
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where payment services are the largest subcategory being covered under Fintech (Szakiel, 

2018). 

The following diagram (figure 2) illustrates some of the Fintech applications currently 

available to serve various purposes in daily activities. 

 

Figure 2. Fintech Application (Alliance for Financial Inclusion, 2018) 

 

Table 1 below shows the snapshot of some of the Fintech Applications that are currently 

available. Amongst include Crowdfunding, Mobile payment, Robo-Advisor and Insuretch.  
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Table 1. Snapshot of Fintech Application 

Application of  

Fintech 

Example Usage 

 

Crowdfunding 

Platforms 

 GoFundMe 

 Patreon 

 Chuffed 

 Community 

Funded 

  Enable entrepreneurs to collect the funds worldwide and 

transmit them to any country (i.e., international markets and 

investors).  

 For example - Chuffed The platform for charities and 

non-profit organizations. They are used for social campaigns 

worldwide, promotion activities and monitoring donor participation 

that support the organization. 

Mobile Payment  Stripe 

 Maybank 2U 

 Paypal 

 It allows the user to make a daily transaction or any banking 

activities, credit services and transfer money online on any device 

without going to the bank.  

 For example, Maybank2U enables a user to make a payment for 

online shopping.  

Robo-Advisors  Betterment  

and Ellevest 

 Charles 

Schwab 

 It allows the user in making investment activities with minimal 

effort and lowers fees.  

 Provides algorithm-based asset recommendations and portfolio 

management that may increase investment efficiency with cost 

reduction. 

Insuretech  Lazarus AI 

 Relay 

 Halos 

 Oscar Health 

 Allows the companies to provide tailored insurance services 

and data security. 

 Update the insurance process through online claims filling, 

policy management and offer the claim service to the insurance 

company’s client. 

 

2.4 Fintech Benefits and Challenges 

Fintech has become essential for financial development, social stability and integrity, and 

significant effect in constructing infrastructure for an innovative digital financial ecosystem 

(Zhang-Zhang et al., 2020). Razzaque & Hamdan (2020) highlighted a few key benefits of 

Fintech, such as more economical, seamless transaction, and convenience. With Fintech, 

consumers can instantly pay their bills from home comfort and do all kinds of financial 

transactions. Fintech also helps businesses to manage a massive amount of data efficiently 

and effectively. For example, the emergence of the Internet of things and big data analysis 

enables companies to collect enormous data from their consumers. It generates value by 

determining the key information needed (Nicoletti, 2017). These data help businesses provide 

the best services or goods suitable for each consumer's preferences (Imerman & Fabozzi, 

2020). 

In recent years, financial transactions have experienced many significant changes in 

consumer payment, with most countries beginning to move to cashless transactions (Desai, 

2015). Debit cards or credit cards are one of the most famous traditional methods of payment 
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for cashless transactions. From the point of view of many consumers, payment by credit cards 

will ease them through mobile wallet (e-wallet), which aims to simplify the transaction 

process and improve customer services (Kang, 2018). The convenience factor derived from 

the fintech system eventually increases the users' performance as many transactions can be 

performed remotely, expanding the technology's adoption (Putritama, 2019). The 

intermediaries, such as banks or other financial institutions, are no longer required with 

Fintech payment services as users can independently manage their finances (Putritama, 2019). 

Bank or other financial institutions are usually associated with an additional charge for their 

services. Therefore, Fintech allows cost reduction to the users. Fintech also provides a 

seamless transaction to the users. It is a key feature of Fintech transactions that replaces 

traditional financial institutions in terms of the financing process and allows users to manage 

their transactions on fast, simple, and cheap financial transactions (Zavolokina et al., 2016).  

When there is a rapid evolution of technology, it is usually accompanied by increased 

cyber-attack threats. Cyber-attacks on mobile banking apps and wireless network operating 

systems remain a significant data security issue. Such attacks have created a high degree of 

mistrust of online payment transactions due to the increased risk of unauthorized transactions 

done by unauthorized persons (Stewart & Jürjens, 2018). Consumers care about their data 

privacy, and the problem arises when their data are accessed by an unauthorized individual or 

leaked to third-party companies. It is the main issue involving online monetary transactions, 

where without proper security, the system could bring substantial financial damages to the 

user (Kang, 2018). 

3. Evolvement and Development of Fintech 

3.1 Fintech Evolvement Worldwide 

Mohamed & Ali (2019) divide Fintech evolution into three stages. First, Fintech 1.0 lasted 

from 1866 to 1987. During this period, the first industrial revolution gave birth to many 

valuable technologies such as the telegraph, transatlantic cable, steamships, and railroads to 

improve the speed of financial transactions and extend their reach globally. In the mid-20
th

 

century, the introduction of the electronic system increases the automation of financial 

transactions (Buckley et al., 2016). Now cash can be withdrawn using an automated teller 

machine (ATM) without going to banks; stocks are traded using desktop terminals, and 

payments can be made easily using credit cards.  

Fintech 2.0 started from 1987 to 2008 at the dawning age of digitalization. The increased size 

of information connectivity may help speed up information sharing among intermediaries. 

Still, it is also caught the attention of regulators to regulate the market and ensure no laws 

were broken (Puschmann, 2017). Nevertheless, internet technology raised many Fintech 

innovations, including digital banking and online payments such as PayPal and others. Such 

innovations can disrupt the existing industry structure, reduce the industry boundaries, 

change how services and products are delivered, and provide new channels for 

entrepreneurship and financial services (Wang et al., 2021).  

Fintech 3.0 emerge after the 2008 global financial crisis to the present day. The distrust 
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towards the traditional banking system and loss of jobs by financial professionals gave rise to 

new fintech innovations (Arner et al., 2017). During this stage, cryptocurrency or digital 

money becomes more and more common as it becomes more affordable and regularly used 

by the public (Mohamed & Ali, 2019). In a recent development, Fintech has become a 

common buzzword since it is happening all around us. From buying our everyday needs 

online to trading in the stock market. The global investment into Fintech is expected to grow 

tremendously align with the growth of the consumers' and investors' optimism (FINTECH 

Circle Institute, 2020). In 2018, it was reported that the global investment in Fintech 

amounted to USD 111.8 billion (Ryu & Ko, 2020). For instance, PwC (2019) believed that 

the most popular Fintech technology being discussed is artificial intelligence (AI). AI uses 

applications and techniques such as natural language processing, deep learning, 

reinforcement learning to enhance services provided to consumers and business partners and 

drive new product design (Qi & Xiao, 2018). With continuous developments, the Fintech 

industry is expected to experience a disruptive transformation that could lead to positive and 

negative consequences (Deshpande, 2020).  

The following diagram (figure 3) shows the evolvement of Fintech over time. 

 

Figure 3. Fintech Timeline for the year 1866-2020 (Zigurat Global Institute of Technology, 

2020) 

 

3.2 Fintech in the Pandemic Era (Covid-19) 

The year 2020 has become one of the most highlighted years in the past decades due to the 

2019 novel coronavirus (COVID-19). People are now being quarantined in their homes to 

prevent the further spread of the virus. The restriction of movement disrupts how people go 

on with their daily lives, negatively impacting the overall economic environment. COVID-19 

has negatively affected the world's economies, causing a global health crisis and impair 

international trade and commerce (Aktar et al., 2021). Jackson et al. (2021) reported that this 

pandemic had reduced the annual global economic growth by -4.5% to -6% in 2020. They 

also added that the unemployment rate has risen to a level not experienced since the Great 
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Depression in the 1930s.  

However, in a Fintech environment, the situation is different. World Bank and World 

Economic Forum (2020) stated that Fintech transactions have risen in numbers and volumes 

of 13% and 11%, respectively, in the first and second quarters of 2020. One reason for this 

increase is that the pandemic environment pushes companies to rely on online services to 

provide their products (Li et al., 2020). This pandemic offers many opportunities for Fintech 

to grow. Mansour (2021) stated that Fintech also extends the consumer's reach during the 

lockdown using the cashless system. It enables financial transactions to be done with as 

minimal physical contact as possible. 

3.3 Fintech in Malaysia 

From the Malaysian perspective, the fintech development in the country is quite encouraging. 

The emergence of Fintech in Malaysia has altered the country’s financial sector landscape. 

Although Fintech is considered a new phenomenon in Malaysia, many Fintech startup 

companies have started to emerge due to increased interest from the general public (Razak et 

al., 2020; Baber, 2020; Cham et al., 2018; Chan et al., 2020). The rise of Fintech in Malaysia, 

such as online banking and electronic payments, has increased the competitiveness of 

technology usage. Institutions offer services that challenge and react to consumers' attitudes 

towards new technology products to gain market opportunities (Chong et al., 2019). 

Additionally, while Fintech products offered by traditional financial institutions expand, the 

number of physical commercial bank branches is declining, and the number of automated 

teller machines has fallen over since 2018 in Malaysia (IMF Report, 2020). Traditional 

Malaysian banks continue to dominate in deposits, lending, and raising capital, yet, at the 

same time, these Financial Institutions also adopt new technologies, either competing or 

collaborating with the latest technology startups. IMF (2020) also reported that as of April 

2019, there were close to 200 startups in Malaysia in a range of Fintech areas, including 

payments, lending, and blockchain.  

This escalating trend resume from 2020 onwards was instigated by a pandemic that has 

accelerated digital banking adoption. Based on the recent report by Fintech News Malaysia 

(2021), the online and mobile banking penetration reached 112.5% and 61.8%, respectively, 

and RM 460 million worth of mobile banking transactions were conducted indicated a 25% 

jump as compared to 2019. The Malaysian government’s Movement Control Order (MCO) 

acted as a catalyst to increase the 3 million new mobile banking service contributors. This 

incremental trend also has increased e-wallet usage and adoption. The growing pace is also 

evidenced by the emergence of more than 400,000 new businesses registered for the 

employment of the QR code for payment purposes, a rise of 164% jump from 2019.  

Malaysian governmental bodies also have launched many campaigns to encourage the use of 

new types of Fintech. The Malaysian government has also taken some initiatives to promote 

the use of Fintech. For instance, the Malaysian government has announced RM750 million 

allocation to promote Fintech payment services adoption in Malaysia (Fong, 2020). Fong 

further suggested from the plan, RM50 was credited to approximately 15 million Malaysians’ 

e-wallet accounts in July 2020. Additionally, The Malaysia Digital Economy Corporation 
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(MDEC) recently has launched the "Fintech Booster” program, which helps companies to 

understand the overall scope of Fintech and its legal, compliance and regulation requirements 

(Malaysia Digital Economy Corporation, 2020). MDEC also has created a vibrant Financial 

Technology (Fintech) ecosystem and leveraging the expertise and knowledge in Islamic 

Finance. It is consistent as Malaysia is ranked 32nd out of 121 (the best-performing country), 

leading the group of upper-middle-income countries (Dutta et al., 2019). The framework 

evidenced that the Malaysian government had a significant investment in the procurement of 

advanced technologies. These strategies are employed to promote Malaysia to become a 

developed country in line with other developed countries such as Singapore, United States 

and Japan. Hence, it is crucial for everyone in Malaysia to take the first step to adopt this 

technology to boost the Malaysian economy.  

For instance, Bank Negara Malaysia (BNM) is committed to boosting the local Fintech 

industry by providing a conducive regulatory environment called 'Fintech regulatory sandbox' 

to deploy Fintech. It enables the experimentation of Fintech solutions in a controlled 

environment (Bank Negara Malaysia, 2016); this country has become the world’s top 

destination for Islamic finance (Rabbani et al., 2020; Shaikh et al., 2020). Thus, the use of 

Fintech in Islamic finance has also increased. A few examples that can be observed are 

Robo-advisory services for Islamic banks, including Chatbot for financial advice and 

AI-based Zakat calculation (Hassan et al., 2020). From these trends, it is expected for the 

Fintech industry to continually grows in the Malaysian environment. 

The development of Fintech in Malaysia, such as electronic payments and online banking, 

has contributed to the increasing advancement in technology productivity in Malaysia. The 

services offered by the financial institutions continue to challenge and cater to the attitudes of 

consumers who accept new technology products to gain market opportunities. Financial 

institutions have significant market potential to maintain market share in response to the 

latest technology, recent changes, and millennium generations involving new technology 

applications. Thus, according to Ryu (2018), Fintech has become an important and interesting 

topic given the rapid growth and information technology changes. The most popular services 

in Malaysia are digital payments and mobile wallets, with many local Fintech enthusiasts 

working hard to expand their portfolio and create unique products for local consumption 

(Rabin, 2020). The following are some of the key trends taken place across Malaysia relating 

to Fintech: 

(1) Peer-to-peer (P2P) financing and equity crowdfunding (ECF) 

Peer to peer lending is a platform that enables individuals to lend money without using 

financial institutions as an intermediary. It is a relatively new concept in Malaysia. 

Security Commission (CS) has introduced the regulatory framework for P2P under the 

Guidelines on Recognized Markets under section 377 of the Capital Markets and Services 

Act 2007 (CMSA). Currently, there are 11 registered Recognized Market Operator (RMO) 

which operates in Peer-to-peer financing in Malaysia (Dinniya, Aulia & Wahyudi, 2021).  
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The introduction of P2P and ECF enables fund-raising from individuals or retail investors 

via an internet platform without an intermediary such as a bank and funding or investment 

by investors in exchange for shares in startup entrepreneurs and small and medium 

enterprises. SC has, in the year 2016, approved six P2P operators, namely B2B FinPAL, 

Kapital, FundedByMe Malaysia, ManagePay Services, Modalku Ventures and Peoplender, 

as well as six ECF providers, namely FundedByMe (Alix Global), Ata Plus, Crowdonomic, 

Eureeca, pitchIN and CrowdPlus. 

(2) Mobile wallet 

Mobile e-wallet or digital e-wallet is one of the emerging Financial Technologies (Fintech) 

that has become highly prevalent during the last few years. Mobile wallet is a technology 

that needs to be enabled on users' smartphones, allowing the users to store money and 

perform online transactions directly. As the world is slowly moving away from using cash, 

contingent on technology for making payments, mobile e-wallet has been one of the 

proficient instruments. With the growth in technology use and shift to alternative payment 

methods, mobile e-wallet has been one instrument in use (Alwi et al., 2021). Some of the 

big Fintech firms that provide payment solutions such as GrabPay, Touch n Go (a 

partnership with Ant Financial), and WeChat Pay are among the most popular providers in 

Malaysia based on Financial Times Confidential Research (IMF, 2020). 

Malaysia’s largest financial services providers, such as Maybank and CIMB, aggressively 

promoting the cashless trend through mobile wallets and other products. Maybank 

launched Malaysia’s first mobile payment platform, MaybankPay, in July 2016, allowing 

users to tap their smartphones on Visa payWave terminals to make payments, which CIMB 

Pay followed in December 2016. Both financial Institutions announced that they would 

also introduce support for Alipay mobile wallet in Malaysia by collaborating with China's 

Ant Financial Services Group. 

(3) Initial Coins Offerings (ICOs)/ Crypto Assets  

The Securities commission stated that the framework for crypto exchanges would fall 

under the Guidelines on Recognized Markets, the same guideline for ECF and P2P 

lending players. The regulator has amended a specific section to introduce new 

requirements for crypto exchanges. Under the new guidelines, any person interested in 

operating is required to register to SC as a recognized market operator in March 1, 2019. 

The next registration is subject to the review from the SC. The revised guidelines also 

noted that any person operating unauthorized initial coin offering (ICOs) or digital asset 

exchange would be subject to 10 years imprisonment and a RM10 Million fine (Dinniya, 

Aulia & Wahyudi, 2021).  

(4) Fintech development by Malaysia Banks 
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Hong Leong Bank has introduced a HLB LaunchPad, a three-month mentorship and 

developmental program targeted at nurturing the future generation of promising Malaysian 

technology and Fintech startups, specifically focusing on simplifying banking, digitizing 

customer journeys and experience, and re-imagining banking services. Maybank also has 

launched Maybank Sandbox, which provides a complete ecosystem with all the essential 

components for free to fast-track the growth of Fintech developers across the region. 

Despite its popularity and the rising trend of Fintech, the system's governance issues are also 

considered crucial components. The following section is detailed out in the discussion on the 

Fintech governance issue, specifically in the Malaysian context. 

4. Governing Issue of Fintech System in Malaysia 

The rise of Fintech in Malaysia also gives rise to several issues and challenges. Knight & 

Wójcik (2020) stated that the fintech field is full-on controversies and problems contributing 

to Fintech research debates. Ryu (2018) noted that some Fintech users are still reluctant to 

trust the system because it has considerable risks. Some of Fintech usage risks include 

security/privacy, performance, legal, product, performance, and others. Note that many issues 

and risks occur in different stages of Fintech life. The following section highlights explicitly a 

few problems concerning Fintech based on prior literature and trends. 

4.1 Security Issue in Fintech 

Consumer's satisfaction is important for the products or services' continuance use. Fintech 

services need to be reliable to ensure consumer retention. Maintaining proper security and 

privacy in Fintech has always been a problem for Fintech companies (Agrawal et al., 2020; 

Gai et al., 2017). Gai et al. (2018) indicate that financial firms fail to predict and govern the 

return on investment on security. It has caused them to abandon the effort on strengthening 

the cybersecurity measures within their firms. 

In Fintech, much data is being processed to produce valuable insights that help organizations 

manage their operation. This data would include sensitive information like employees' 

information, company's corporate information, and consumer's personal information. In the 

event of a cyber-attack, fintech companies' data can be compromised by hackers and used to 

extort a huge amount of money (Ahn & Cho, 2019). In another example of a data security 

breach, Cham et al. (2018) explain that one of Fintech's privacy and security risks would 

include situations where the consumers' personal information was shared among businesses 

without the owners' consent. 

Although companies have been working hard to improve the overall security and safety of 

Fintech systems, continuous data breach scandals and security issues have led to an increase 

in scepticism among Fintech users. One example that can be observed is from Facebook–

Cambridge Analytica data scandal in 2018. Pillai (2018) in The Edge Markets reported that 

around 87 million Facebook users’ data were used without their consent for political 

advertising. The data include the user’s public profile, page likes, birthday, and current 

location. Another infamous cybersecurity incident was eBay's data breach in 2014, where 145 
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million active users' personal information was stolen by hackers (Peterson, 2014).  

4.2 Regulatory Issue in Fintech 

As Fintech grows, so does its guidelines and regulatory framework. Rules and regulations are 

important to maintain industry and mitigate specific risks properly. Arner et al. (2017) stated 

that the principal regulatory objectives would include financial stability, prudential safety and 

soundness, consumer protection and market integrity, and market competition and 

development. The finance industry is one of the most regulated industries since it played a 

crucial role in the economy (Degerli, 2019). However, since Fintech is relatively new to the 

Malaysian market, there are insufficient guidelines on Fintech's currency-related incidents 

and security issues (Ooi et al., 2020). As in 2019, the Fintech environment in Malaysia 

consists of 198 players that use different types of financial technologies ranging from 

payments, E-wallets, lending, Insurtech, Crowdfunding, Big Data, Blockchain, Islamic 

Fintech, and many more (Fintech News Malaysia, 2019). Each of these Fintech fields needs 

to be monitored by proper authorities to ensure nothing unlawful is done.  

Previous literature raises many concerns regarding regulatory issues within Fintech (Bollaert 

et al., 2021; Degerli, 2019; Omarova, 2020; Suryono et al., 2020). Iman (2020) stated that the 

various intersection between functionalities, consumers, technological platforms, and 

emerging business models in rising Fintech firms gave regulators challenges to produce a 

proper regulatory framework for Fintech. The Fintech environment relies on innovations such 

as the Internet, which presents a few security hazards. It includes illegal activities such as 

unlawful tax avoidance, money laundering, terrorist financing, and so forth (Kulkarni & 

Lakhe, 2020). The need to regulate the Fintech industry is important to ensure the users of 

Fintech feels secure and smoothen the operations in the Fintech environment. 

Several studies have also discussed how Fintech will affect the Islamic finance sector in 

Malaysia (Hui et al., 2019; Mohamed, 2020). As Malaysia moving towards becoming the top 

player in Islamic finance, Islamic financial institutions must ensure that all the financial 

technologies adopted are in line with sharia compliance. For example, Bitcoin and other 

cryptocurrencies are non-complying with sharia (Hasan et al., 2020). Whether a specific type 

of Fintech is permissible by Islam and what new regulation should be added into the Islamic 

finance framework are many issues the Islamic finance sector faces. The guidelines and rules 

surrounding Fintech need to be constantly updated and reviewed so that this industry can 

prosper. 

One example of how complicated the Fintech regulatory environment in Malaysia is on the 

management of Cryptocurrencies. Financial technologies such as cryptocurrencies have been 

widely used to conduct nefarious transactions in the dark markets (University of Malaya 

Malaysian Centre of Regulatory Studies, 2018). One popular type of cryptocurrency is 

Bitcoin. Bank Negara Malaysia (2014) has stated that the central bank does not regulate the 

operation of Bitcoin and advise the public to be more cautious of the risks associated with 

this digital currency. Nevertheless, Fintech player in Malaysia such as Luno Malaysia has 

managed over RM 1 billion worth of digital assets, including 62% of it from Bitcoin that has 

been used across this country (Yusof, 2021).  
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4.3 Technology Integration 

Other than security and regulatory issues, there are several issues on Fintech that arise in 

recent years. Concerning the emergence of new Fintech startup companies, Lee & Shin 

(2018) stated that Fintech startups needed to prepare themselves for unprecedented changes 

that could lead to many challenges. One of the challenges discussed was technology 

integration between Fintech companies and more traditional financial institutions like banks 

(Lee & Shin, 2018; Sloboda & Demianyk, 2020). Since Fintech is driven by innovation, a 

new type of financial technology emerges constantly. Vijai (2019), in the study on Fintech 

usage in India, found that the integration of new technologies such as blockchain and 

cryptocurrency is still in a niche stage. Similarly, blockchain technology comprises only 7% 

of Fintech players (Fintech News Malaysia, 2019). PwC (2019) highlighted that 

implementing and integrating new financial technologies incur long delays, especially in 

developing markets. Companies that decided to embrace Fintech may face challenges 

adapting and integrating to new and different technologies. Compared to banks and more 

prominent financial institutions, Fintech startup companies face challenges scaling up their 

business while larger financial institutions may lack the drive to innovate and optimize 

Fintech services (Acar & Çitak, 2019; Iman, 2019).  

4.4 Lack of Skill and Knowledge 

Although the Fintech industry is very prestigious worldwide, additional effort and extra push 

are needed for the local population of young entrepreneurs and developers in Malaysia in 

investing in the startup scene. Employees in Fintech companies also needed to be skilled, 

knowledgeable, and well-versed in Fintech technologies. Among the concerns around safety, 

which are universal, is the lack of talent. The human resources are something that the 

Malaysian Fintech startup scene is inadequate. Specifically, positions of data analytics, 

machine learning, and regulatory bodies are often left empty.  

The demand for Fintech talent raises the requirement for developing proper education and 

retraining for existing and potential finance users (Sung et al., 2019). Muthaiyah & Zaw 

(2020) stated that some of the "digital soft skills" required for competent employees would 

include knowledge in blockchain, e-audit, big data, cryptocurrencies, auditing on the cloud, 

softbot counselling, robotics in business process automation, peer-to-peer transactions, 

application of artificial intelligence in treasury-related works, and crowdfunding.  

In Malaysia, where Islamic Fintech is prevalent, there is a demand for specialists in 

sharia-compliant finance (Jamil & Abu Seman, 2019). Studies indicate that the Fintech 

industry facing challenges regarding the lack of competent skills among employees, 

particularly in developing countries such as India, Thailand, and Malaysia (Kijkasiwat, 2021; 

Mei et al., 2018; Vijai, 2019).  

5. Recommendation 

5.1 Data Protection 

To improve the security and protection of personal and business information, companies 
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operating in the Fintech environment need to meet specific standards. Since the Fintech 

environment is constantly evolving, new security threats and risks are always emerging. 

There are many ways to improve the cybersecurity measures in the company, depending on 

how robust it is implemented. Cybersecurity and proper authentication need to be mandatory 

practices in Fintech companies, but they must be flexible, adaptable, robust, able to trace a 

wide variety of threats and make intelligent real-time decisions (Blakstad & Allen, 2018; 

Moşteanu, 2020). Financial institutions that manage their cybersecurity risks effectively can 

increase their success rate of defending against cyber-attacks (Mehrban et al., 2020).  

Each technology brings its own sets of security risks. For example, O’Hanlon et al. (2020) 

addressed different security issues revolving around different types of financial technologies, 

including cloud computing, blockchain, and open source technology. Companies should put 

more investment towards cyber-securities and incorporating them into the design of Fintech 

from the very beginning of its life cycle (Miskam et al., 2018). One way to improve the 

cybersecurity and protection of data is to mitigate cyber-attacks and data breach opportunities 

(Ng & Kwok, 2017). It can be done by having proper internal control within the company. 

Stewart & Jürjens (2018) added that Fintech companies should start investing more on assets 

in gathering, examining, and sharing cyber-attack intelligence information better to make 

sense of the changes in complex security risks.  

Moreover, strict security measures and procedures should be implemented to make it less 

vulnerable (O’Hanlon et al., 2020). This would include: 

(1) Employ a comprehensive licensing mechanism. 

(2) Create precise requirements around authentication and event logging. 

(3) Test every release against clearly defined security standards. 

(4) Use multifactor authentication. 

(5) Establish clearly defined rules for data encryption. 

Concerning data protection, the government, companies, consumers, and other parties need to 

be proactive and responsible when using any type of financial technology. Fintech companies 

need to carry out more robust mechanisms for seeking consumer’s consent for data sharing 

and reuse and apply technologies and processes for data life cycle management to ensure data 

is not abused or exploited in the grey market (PwC, 2016). Companies can help protect their 

own and consumer's data by applying better authentication tools such as digital certificates, 

mobile device certificates, and biometrics identification (Ng & Kwok, 2017). Other than that, 

data encryption is also an effective way to protect data from cyber-attacks (Hernández et al., 

2019). With proper encryption techniques, companies can protect their data in three stages; 

when it is in transit, when it is stored, and when the users use it (Varshney et al., 2020). 

5.2 Proper Regulatory Framework 

Next, a proper regulatory framework can help encourage the development of innovations and 

competition in Fintech companies and improve the overall security of financial technologies 

(Jagtiani & John, 2018). Developed countries in the European Union, the United Kingdom, 

and the United States of America have all acknowledged the importance of Fintech industry 
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regulations to protect companies and consumers (Chiu, 2017). Regulators in Malaysia should 

constantly be up to date with newer technologies and regulatory issues that will arise in the 

future and consider those issues in developing a new regulatory framework to protect the 

interest of Fintech companies.  

University of Malaya Malaysian Centre of Regulatory Studies (2018) stated that to provide a 

positive regulatory effect, regulators must follow these objectives: 

(1) Regulatory processes must take note of the effects of technical change. 

(2) Competition amongst firms should be introduced. 

(3) Regulations should be streamlined by removing duplicative, onerous, and inefficient 

regulations. 

(4) A technology-friendly approach should be considered, like economic instruments, 

voluntary agreements, and performance rather than standards design. 

(5) Regulations should be harmonized internationally to remove uncertainties, 

inefficiencies and market barriers that may slow innovation. 

The establishment of the regulatory sandbox in Malaysia is just one of many early initiatives 

by the BNM to improve this region's overall Fintech regulatory environment. Malaysia's 

regulators and financial institutions should consider implementing various regulatory 

technology or "Regtech" to move forward. Regtech can be understood as using innovative 

technology by supervisory organizations to support regulations and achieve broader 

analytical scrutiny (Broeders & Prenio, 2018; Micheler & Whaley, 2020). Regtech uses 

similar technologies like Fintech, such as machine learning, low code and artificial 

intelligence, to help financial institutions meet the challenges of regulatory monitoring, 

reporting, compliance and risk management while reducing compliance-related costs and 

allowing a fully compliant experience for their customers (Alam et al., 2019). Regtech can 

also be useful for sharia regulations in Islamic finance. Hassan et al. (2020) stated that 

"Islamic Regtech" could help improve transparency, consistency, and standardization of 

regulatory processes in Islamic finance and is critical to ensure that the advancement of 

technology in Fintech does not compromise the principles of sharia. 

5.3 Collaboration with Financial Institution 

To promote better growth and integration of financial technologies, Fintech companies can 

collaborate with other financial institutions. This can be done through partnerships, joint 

ventures and many other initiatives (Lee & Shin, 2018). Several advantages of cooperation 

between smaller Fintech companies with larger financial institutions would include better 

propositions value, cost savings, gaining of new competitive advantages, and better solutions 

when confronting threats from technology-driven firms (Acar & Çitak, 2019; Hornuf et al., 

2020; Iman, 2019). Additionally, collaboration among companies can improve Fintech market 

reach and promote Fintech services by Fintech consumers (Teja, 2017).  

Sloboda & Demianyk (2020) point up to several critical steps for effective cooperation 

between financial institutions and fintech companies that would include: 

(1) Ensure leadership buy-in. 



Business and Economic Research 

ISSN 2162-4860 

2021, Vol. 11, No. 3 

http://ber.macrothink.org 122 

(2) Establish explicit business objectives. 

(3) Align expectations at the start. 

(4) Gain access to incumbent firms’ infrastructure. 

(5) Ensure cultural compatibility. 

(6) Define ownership of intellectual property. 

(7) Develop and monitor indicators. 

(8) Seek timely dialogue with all stakeholders. 

(9) Set up continuous monitoring. 

(10) Develop contingency plans to protect against partnership failure. 

5.4 Nurtured the Fintech Talents 

The development of Fintech talents should be nurtured as earlier as possible. To meet the 

demand for Fintech talents, educational institutions like colleges and universities should 

introduce new and comprehensive Fintech courses to new students and update the existing 

curriculum by embedding more technological knowledge into it (Alshater & Othman, 2020; 

Kavuri & Milne, 2018; Mei et al., 2018). Jamil & Abu Seman (2019) also suggest using 

extracurricular events to enhance Fintech knowledge through hackathons, mentorship 

programs, independent course offerings for specific skill enhancement, conferences, and both 

privately funded and publicly funded events. They also added how the government and policy 

interventions could help overcome Fintech talent shortage through financial support for new 

graduate startup networks, streamlined immigration processes meant to attract foreign talent, 

and various policies that show how local, national, and regional governments can attract 

foreign talent could support the Fintech sector. Existing companies and financial institutions 

need to actively support their employees’ career development in Fintech when transitioning 

into the fintech sector (Crosman, 2018). It can be done through training programs to fill the 

knowledge gap (Oeshwik & Benazir, 2020). 

6. Conclusion 

With the current emerging technology trends, Fintech innovations will continue to grow in 

the coming future. Acknowledging the fact, this paper was set out to address the Fintech 

conceptualization and its governing issues based upon reviewing the Fintech works of 

literature specifically from the context of the developing county, Malaysia. This study 

suggests that the Fintech concept is manifested from the definition, its applications to the 

advancement of this innovation. Fintech is defined as a new financial technology that utilizes 

the technology for any financial tasks and responsibilities improvement. Besides, the 

economic dimension of Fintech, inclusive of Crowdfunding, Mobile Payment, Robo-Advisers, 

Insuretch and Blockchain, are amongst the most common identified Fintech application.  

Finding from this paper also highlights the growth of the global Fintech, emphasizing the 

Malaysian Fintech ecosystem. It is shown that the Fintech development in the country is quite 

encouraging. The emergence of Fintech in Malaysia has altered the country’s financial sector 

landscape. Although Fintech is considered a new phenomenon in Malaysia, yet the rapid pace 

of growth is viewed from the areas of Peer-to-peer (P2P) financing and equity crowdfunding 

(ECF), Mobile wallet, Initial Coins Offerings (ICOs)/ Crypto Assets and banking sectors. The 
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result shed some light on Fintech research areas by identifying the governing issues 

surrounding fintech implementation. These governing risks and challenges that hinder the 

effective deployment of Fintech in Malaysia include security issues, regulatory issues, 

technology integration and lack of skills and knowledge.  

Additionally, learning how to overcome these challenges could be a matter of life-or-death 

situation for these companies. Hence among the proposed recommendations to tackle the 

governing issues of Fintech include the players need to be more cautious when handling new 

fintech innovations. For instance, strengthening securities and improving internal controls can 

help protect sensitive data from being used irresponsibly. Besides, proper regulations can help 

nurture the steady development of Fintech within a controlled environment. While 

competition is important to drive innovation, cooperation between companies, consumers, 

and governmental bodies can provide tremendous benefits and help produce better facilities 

and workforce to handle the fintech wave. The collaboration with the Financial Institution 

and nurtured the Fintech talents are also worth further consideration.  

This paper contributes to Fintech and IS research by emphasizing the Fintech 

conceptualization and evolution from the theoretical perspective in terms of its concept, 

system development over time, and challenges Fintech players face. From a practical 

standpoint, the contribution in the form of recommendation on how Fintech application could 

be utilized optimally by the fintech companies would positively impact the Malaysia 

ecosystem and contribute to the national agenda.  
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