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Abstract 

Online shopping is becoming increasingly popular though there are several risks. Hence, this 

study investigates the language used by an international e-commerce platform customer to 

voice out their dissatisfaction, types of online shopping risks on the international e-commerce 

platform, and strategies acquired by the platform in addressing scamming issues on their site. 

A qualitative approach was used to analyse the data gathered from consumers’ feedback and 

review of the product they purchased on the international e-commerce platform. Data were 
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analysed thematically. The study’s findings revealed that delayed delivery and receiving 

counterfeit products were the most frequent complaints reported. The shopping risks 

identified were quality of product and delivery risks. Furthermore, the findings also revealed 

that the international e-commerce platform used negotiation, mediation, confrontation, and 

litigation strategies to combat scamming issues on its platform. The study concludes with 

recommendations. 

Keywords: online shopping risks, e-commerce, negotiation and facilitation 
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1. Introduction 

Electronic commerce, famously known as e-commerce, is defined as buying and selling 

products, transmitting funds or data via an electronic network such as the Internet (Market 

Business News, 2019). Although e-commerce has been around since 1991, the data from 

Google Trends show that e-commerce in Malaysia appeared ten years ago and was initially 

dominated by customer-to-customer businesses such as Lelong and Fashion Valet. In 2012, 

e-commerce started to flourish in Malaysia with the birth of three famous players in the 

industry, namely; Zalora, Lazada and Hermo. Subsequently, in 2015, it continued to progress 

rapidly with the addition of new players in e-commerce such as Shopee, 11Street, and 

GoShop (iPrice Group, 2019). The report from Google Trends, as shown on iPrice insight, 

also revealed strong competition between Lazada and Shopee in 2017 and by September 

2019, Shopee ranked first in monthly web visits, App Store, PlayStore, and the number of 

employees. 

In Malaysia, the progressive development of the Internet and the comfort of being online 

have developed a new online shopping market environment (Lahsasna, 2018). In connection 

with the current waves, this development has created a modern consumerist community 

where the banking field uses online banking platforms as a preferred payment medium 

(Lahsasna, 2018). However, the Malaysia Computer Emergency Response Team (MyCERT) 

linked to Cyber Security Malaysia (CSM) has revealed an alarming statistic on cybercrime. It 

has been disclosed that since 2008, cyber fraud issues are considered the topmost number of 

cases reported each year. Hence, organisations involved in e-commerce, such as Shopee, have 

to deal with scammers taking advantage of their site to scam consumers and draw up various 

strategies to gain customers’ trust and eradicate scammers from their platform.  

One of the earliest strategies put forward by Shopee was Shopee Guarantee. In this platform, 

Shopee acts as the mediator where the buyers pay Shoppe for the goods they purchase, and 

Shopee notifies the seller regarding the purchase. Then, once Shopee receives the ordered 

item from the seller or supplier, Shopee sends the item to the buyer, and only after the buyer 

has received and reviewed the purchased item, Shopee would release the payment to the 

seller. Shopee Guarantee allows buyers to check the item they have received and inquire 

about a refund if they are not satisfied with items received, and Shopee would refund 

accordingly (Milo, 2016). 

However, scammers are getting more innovative, and even with Shopee Guarantee, scams 

such as asking buyers to deal outside the platform via chat messengers and account hijacking 

are still on the rise today. For example, a case was reported on mStar online in which a buyer 

was almost scammed after purchasing a flat-screen television at an incredibly low price as he 

received a verification text from Shopee to verify his account. However, Shopee found the 

seller’s account to be fake and closed it immediately within 24hours (Mohd Khaliza, 2019). 

There are many types of e-commerce platforms in Malaysia. As of 2019, according to The 

Star Online, Shopee saw a significant gross rise of 92.7% compared to just a year ago in 2018; 

Shopee is further ahead compared to other competitors such as Tokopedia, Lazada, Mysale, 

and many more (Tan, 2019). In addition to this, Shopee is the third most visited e-commerce 
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portal that replaces Lelong and surpassed Lazada as the best application on iOS Application 

Store and Google Play Store (Chew, 2018). With an increasing rise of online shopping 

scamming that is partly due to the insufficient knowledge in online security awareness, 

inadequate use of personal security devices (computer, laptop, mobile phone, tablet), and 

uncultured Malaysian mindset, consumers must be cautious in disclosing personal 

information (Tang, 2019). 

As online fraud is facilitated by various strategies such as trickery, persuasion, impersonation, 

or emotional manipulation (Cross et al., 2016), the manipulation process that occurs between 

the scammers and victims show that victims are willing to communicate with those scammers 

(Chiluwa, Chiluwa, & Ajiboye, 2017). In this situation, victims are to be blamed as victims of 

fraud are seen to actively violate the notion of an ideal victim as they are culpable of their 

own’s victimization. Morad and Raman (2015) explained that some consumers are fully 

aware that they might be facing scamming risks when purchasing items online, such as 

financial risk, product experience risk, and privacy risk. 

People who use the Internet frequently will need to be aware and ensure their online activities 

are secured (Wang, 2018). In most cases, the impact will stop the victims from stepping 

forward to lodge a report. Hence, the cases of scams and victims will not be settled till 

Internet users prevent themselves from being the next victims. 

2. Problem Statement 

In Malaysia, it is reported that Malaysia’s online shopping market has reached RM5 billion in 

the year 2013. The Malaysia Digital Association (2012) claimed that the Malaysian 

Communication and Multimedia Commission had ranked online shopping as the 11th 

position of 15 different reasons why Malaysians access the Internet. In gaining access to 

online purchasing, individuals are experiencing a host of risks during online shopping (Ariff, 

2014). According to Ariff (2014), it is understood that online shopping risks directly affect 

the purchasing power of consumers as the higher the risk in online shopping, the lower the 

chances of a consumer to buy or make an online purchase. Several studies in the past have 

looked into consumers awareness on online frauds in e-commerce (Zahari, Bilu, & Said, 

2019), risks faced by consumers in e-commerce (Morad & Raman, 2015), and e-consumers 

rights in online shopping from the legal perspective (Mohd Nor, Md Salleh, Omain, & 

Selamat, 2019). However, little is found in the study of the language used by consumers in 

communicating scamming complaints in online shopping and strategies taken by the 

organisation to solve these issues. Thus, this study aims to fill in the gap by looking at the 

language used by consumers in communicating their dissatisfaction during their online 

shopping experience with the international e-commerce platform, the risks observed, and 

Shopee’s strategies to overcome these issues. 

3. Research Questions 

1) How do the international e-commerce platform customers voice their dissatisfaction and 

observe the online shopping risks? 

2) What are the strategies used by the international e-commerce platform to overcome 
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scamming issues on their platform? 

4. Conceptual Framework 

 

Figure 1. Conceptual framework of the study 

 

This conceptual framework in Figure 1 draws on Kolb’s Theory of Learning Styles (1984) 

and the Theory of Planned Behavior (TPB) which are used to address conflict resolution in 

solving the issues of online fraud and scams. This amalgamation of theories is expected to 

lead consumers to examine different conflict resolutions when facing problems in online 

shopping. The risk will then impact the online shopping experiences and create barriers in 

shopping online (Forsythe & Shi, 2003). 

Kolb’s Experiential Learning Theory (ELT) is a learning theory that David created A. Kolb in 

1984. This theory works on two (2) different levels, including four distinct learning styles and 

a four-stage learning cycle (Stice, 1987). In this, Kolb’s theory possesses a holistic point of 

view, including experience, perception, cognition, and behavior. The experiential learning 

cycle includes four different stages: concrete learning, reflective observation, abstract 

conceptualization, and active experimentation. Accordingly, effective learning can be 

observed when the learner advances within the four cycles. Mc Leod (2013) stated that an 

individual could come into the experiential learning cycle at any stage but with a logical 

arrangement. 
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Martin and Camarero (2009) realised that perceived risk would take consumers to consider 

various signals when forming consumers’ feelings and attitudes concerning a website. Several 

perceived risks affect the purchasing behaviour of online shopping, such as financial risk, 

time risk, delivery risk, product risk, information security risk, and social risk (Almousa, 

2011; Javadi et al., 2012; Morad & Raman, 2015). Ariff (2014) shared that Malaysians 

generally have various perceived risks, especially the level of fear.  

Icek Ajzen first introduced the Theory of Planned Behaviour (TPB) in 1985. The TPB is 

formulated to foresee an individual’s intention and purpose in involving oneself in a 

behaviour at a particular time and place. Simultaneously, this theory was designed to 

illustrate an individual’s capacity to exercise self-control. In the present study, TPB concerns 

the individual’s intention over online e-commerce, which refers conceptually to consumer’s 

behaviour intentions and subjective norms.  

5. Methodology 

The study adopted a qualitative approach. The samples of this study are obtained using 

stratified random sampling from consumers’ feedback and review of the product they have 

purchased on the international e-commerce platform. Stratified random sampling is a 

sampling method that divides the population into subgroups, and units are randomly selected 

from the subgroups (Frey, 2018). The population subgroups for this study were divided into 

five categories, and 38 samples of high-value content were analysed, as shown in Figure 2. 

Subsequently, the samples were taken verbatim, a content description analysis was done on 

the samples, and emerging themes were categorised into themes following the conceptual 

framework. Then, the themes were compared to the strategies used by The international 

e-commerce platform to resolve a conflict using Kolb’s Theory as guided by the proposed 

conceptual framework of the study. 

 

 

 

 

 

 

 

 

 

11 samples from Apparel 

5 samples from Electrical 

Appliances 

4 samples from Health and Beauty 

3 samples from Hobbies 

15 samples from Miscellaneous 

Figure 2. Population and sample of the study 

 

 

Sample  

Population 
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6. Findings 

The findings will highlight the customer dissatisfaction with the international e-commerce 

platform and how they voiced their disappointment. This is aligned with the risks that the 

customers need to face in online shopping using the international e-commerce platform at 

their shopping platform. Therefore, the international e-commerce platform also initiated 

strategies to overcome the scamming issues at its shopping platform. 

6.1 Voicing Customer Dissatisfaction 

The customers voiced their dissatisfaction using words and phrases that described the 

negative features of the products and services. Those words and phrases were directly stated 

in the international e-commerce platform’s feedback sections and could be viewed easily by 

others. 

 

Table 1. Words or phrases used by consumers in their feedback 

Words/Phrases Quantity Example 

Poor product quality 11 A2: Very poor product quality… 

Bad packaging 8 A1: … bad packaging. 

Slow delivery 21 E12: very2 slow delivery… 

Fake product 14 A1: The seller said 100% original… But I get a fake and the name is vaus. 

Very disappointed 14 A1: Item is not original as they claim. Very disappointed. 

Poor response 11 E1: No response twice when I asked … 

 

Table 1 shows the language used by the consumers in giving their feedback at the 

international e-commerce platform’s website. The highest number of phrases found is ‘slow 

delivery’ and was mentioned 21 times, followed by ‘fake product’ and ‘very disappointed’ 

mentioned 14 times, ‘poor product quality and ‘poor response’ mentioned 11 times, and ‘bad 

packaging’ was mentioned eight (8) times. All these descriptions through words and phrases 

will impact the products by giving direct information to other customers. These findings are 

supported by Boadi, Li, Sai and Antwi (2017), who highlighted that those direct descriptions 

by the customers in the websites show the connection of their dissatisfaction and their 

complaint on the poor product quality. 

The complaints can also be seen as a judgment by the customers. This is supported by Singh 

and Holani (2017), who mentioned that the judgments made by customers are based on the 

customers’ experience in online shopping and the problems they have encountered. It shows 

that the customers were very particular with the procedures involved in purchasing through 

the international e-commerce platform, and those phrases used in the complaint’s sections 

emphasised the procedures, besides the description of the unsatisfied products received. They 

also explained that the experiences in online shopping, especially when the customers 

encountered these dissatisfactions towards the products, have led customers to write those 

negative words and phrases in the complaint. This is the way for the customers to convey 
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their direct messages to the sellers. The customers also hope that they will address the issue 

to the seller and get responses. 

The results clearly show that customers express their dissatisfaction through the description 

of the products or services. Customers described the condition of the products or services 

such as “bad” and “poor”. These are direct words or phrases that will be viewed negatively 

and will impact the products.  

6.2 Risks Observed on the International E-Commerce Platform  

Customers will not be able to view the products by using e-commerce physically. It means 

that there are already risks in using the platforms, and they need to be well accepted by the 

customers. It should not be surprising to the customers when they need to encounter the 

delivery risks and product risks in using the international e-commerce platform. 

 

Table 2. Online shopping risks observed on 

Risks Category Quantity Example 

Delivery Risks Lateness 21 A4: Delivery too late. Unable to wear during my bank’s 

dinner. Really frustrated. 

Wrong item 2 E14: Ordered Lavender but receive Rose… 

Not received 4 A6: Never received it!! 

Damaged 2 E7: … 1 of the item broken... 

Bad courier service 11 E10: … Pos Laju service really bad, didn’t call or anything 

and suddenly the delivery’s status is unsuccessful… 

Product Misleading 9 A5: Doesn’t looked like advertise. 

Risks Poor quality 11 A2: Very poor product quality… 

 Fake product 14 A1: Its not original 

B2: The power bank is a fake, there is no anti-fake Pineng 

sticker… 

 Size 21 A2: Too small. 

 Smell 3 E14: Smell not so good 

 Colour 7 A10: I received wrong colour product. 

 Close to expiry date 1 E15: Product too close to expiry date 

 Damaged 18 2 times product damage 

 

There are only two main risks in shopping through The international e-commerce platform: 

delivery risks and product risks. The delivery risks are the risk involved in delivering the 

products, which is the process of shipment. So, the categories of delivery risks consist of 

lateness, and the wrong item received damaged product, and bad courier service. Table 2 

shows the online shopping risks that the customers have encountered by using The 

international e-commerce platform. Among all these delivery risks, it shows that the 

customers encountered lateness as the highest with 21 complaints, followed by bad courier 
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service with 11 complaints and the lowest was the risk of not receiving the product with four 

(4) complaints. 

Product risks involved dissatisfaction towards the products received by the customers. These 

risks consist of receiving a product that is misleading, poor quality, fake, unsuitable size, 

inappropriate smell, wrong colour, close to the expiry date, and damaged. In their research, 

Singh and Holani (2017) stated that these are among the risks observed by the customers 

when they use the e-commerce platform. Among all these risks, the customers encountered 

the wrong size of products as the highest with 21 complaints, followed by receiving damaged 

products with 18 complaints, and the lowest was receiving fake products with 14 complaints. 

The results show that the customers faced those risks in e-commerce when they purchased the 

international e-commerce platform. However, even though they realised that these are the 

risks they would probably encounter, the process of purchasing still occurred. So, the 

customers use the platform provided to give feedback and voice out their complaints. The 

international e-commerce platform itself has provided this platform as a way to communicate 

with the customers. Hence, those dissatisfactions and bad experiences were able to be 

expressed in complaints. This standard process is a typical experience in e-commerce, as Wu 

and Ke (2015) mentioned in their articles. So, customers should be aware of those risks and 

be extra alert with any disappointment they encounter. Furthermore, The international 

e-commerce platform also has its initiative to handle customers’ disappointments. Among 

these initiatives is applying some negotiation strategies to tackle the issue from prolonging 

and hoping that they will gain customers’ trust. 

6.3 Strategies Solving the International E-Commerce Platform Scamming Issues  

The international e-commerce platform has taken steps to handle the issues faced by the 

customers. The complaints from the customers highlight those issues. This can be identified 

through the words and phrases used to express contentment. However, these disappointments 

are the risks that the customers have already observed. Therefore, to create a better 

environment through The international e-commerce platform, strategies taken by the 

international e-commerce platform consist of negotiation strategies. They are mediation, 

compromising, confrontation and litigation. 

 

Table 3. Strategies by The international e-commerce platform in combating online shopping 

scams 

Kolb’s Process Negotiation Strategies Shopee Strategies 

Concrete Experience Mediation The international e-commerce platform Guarantee 

Reflective Observation Compromising Preferred Seller system 

Abstract Conceptualization Confrontation Product review and Refund system 

Active Experimentation Litigation Lodging police report and closing scam seller’s 

profile within 24 hours 
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The international e-commerce platform introduced the international e-commerce platform 

Guarantee system to protect buyers from scammers and gain consumers’ trust. The 

international e-commerce platform guarantee acts as a mediator between buyers and sellers in 

which buyers make payment for their purchase to The international e-commerce platform, 

and the payment is released to sellers only after the buyers have received the product (Milo, 

2016). This mediation strategy initiated by a year after they launched their online shopping 

site is a result of experiencing numerous reports on scamming activities. 

The international e-commerce platform is faced with scammers setting up fake profiles and 

disguising themselves as sellers. As a compromising strategy, The international e-commerce 

platform has set up a ‘Preferred Seller’ system in which sellers on The international 

e-commerce platform are automatically bound to the seller penalty point system. The 

international e-commerce platform’s team manages this system, and points will be added or 

deducted to a seller account based on their performance in which one of the violations is the 

keyword ‘spam’ found in the seller’s product review, which will lead to a deduction of two 

penalty points to the seller account (Shopee, 2019). 

The international e-commerce platform comprehended both experience and reflection on 

scamming issues to protect their site from scammers further. In this conceptualising process, 

the international e-commerce platform used a confrontation strategy in which buyers were 

required to click on ‘order received’ if they are satisfied with the purchased product or click 

on ‘return/refund’ along with a photo of the product and the reason why the buyer is asking 

for a refund (Shopee, 2019). This strategy is considered a win-win negotiation strategy as 

buyers will get their money back or get their product replaced, and sellers are given clear 

evidence as to why the international e-commerce platform does not pay them. 

The international e-commerce platform does active experimentation in which the organisation 

reflects on the experience and devises an immediate action for the present problem (Owen, 

Brooks, & Curnin, 2018). In this scenario, cases that involve financial risks and hacking into 

buyers account to release payment are taken seriously by The international e-commerce 

platform. After confirming that the seller’s account is fake, it will be closed immediately 

within 24hours after the report was made (Mohd Khaliza, 2019). 

Risks in using e-commerce are well observed. However, the customers will still be interested 

in using the international e-commerce platform as one of the e-commerce platforms. They 

will express their disappointment through those words and phrases written in the complaints 

section. So, these strategies are essential as tools for the international e-commerce platform to 

make sure that they can handle the issues. 

7. Discussions 

This study highlighted the common scenario between consumers and scammers of online 

shopping using an e-commerce database, The international e-commerce platform. As has 

been highlighted by Kolb’s Experiential Learning Theory, consumers and organisations 

managed to experience the four (4) stages of these experiences from online shopping as 

observed from the findings. The Theory of Planned Behaviour (TPB) further highlights the 
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consumers’ behaviour when voicing their dissatisfaction with facing the risks of online 

shopping. 

In the present, Kolb’s Theory (1984) consists of concrete experience, reflective observation, 

abstract conceptualisation, and active experimentation. The international e-commerce 

platform as an organisation has substantial experience with fraud and scams while consumers 

shop online. Here, the goal is for the international e-commerce platform to experience to 

learn from these experiences. In the second stage, with the reflective observation, The 

international e-commerce platform reflects on the experience of the consumers before making 

any solutions and judgments when encountering consumers’ fraud and risks matter. Then, an 

abstract conceptualization comes where the international e-commerce platform gives ideas by 

identifying the issues and recurring problems during customers’ fraud experience. This helps 

in learning by identifying solutions for customers. In the final stage, The international 

e-commerce platform applies these experiences of customers’ feedback and problems on 

fraud and scams to another situation. Here, the goal for The international e-commerce 

platform is to find and discovers ways to improve the online shopping platform. 

In relation to our findings, the behavioural intention of the consumers indicates their attitude 

towards the risks as observed during online shopping. Further, customers’ behaviour from the 

responses given when encountering problems related to scams and fraud can be seen from our 

findings. In Theory of Planned Behaviour (TPB), we can see various risks consumers have 

encountered during online shopping experience from fraud and scams. Here, consumers’ 

actions on encountering product risks, delivery risks, and many others show the relations 

between the outcomes to consumers’ perceived behaviours during fraud and scams. 

In this connection, parties need to find a peaceful solution in order to solve problems among 

them. These disputes arise out of consumers’ dissatisfaction and online risks, as shown in our 

findings. Negotiation, mediation, confrontation and litigation are resolutions used to resolve 

these issues of online shopping. Accordingly, Kolb’s Experiential Learning Theory (1948) 

and Theory of Planned Behaviour (TPB) encourage the international e-commerce platform 

and consumers to find conflict resolution in encountering issues of online shopping and in 

this situation, issues on fraud and scams.  

8. Conclusion 

In conclusion, as has been highlighted by the findings and conceptual framework of these 

studies, there is a clear relationship between the risks of online shopping scams and solutions 

in conflict resolutions. The risk of online shopping scams is detrimental to both consumers of 

sellers and buyers as well as the organisation. All things considered, this study could create 

awareness among customers of the international e-commerce platform while at the same time 

minimising the potential risk of scams and fraud through online shopping. 
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